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I. SUMMARY 


48 whe Oktien oF Computer Services, DD/SMI, is reaponsible for. 
satisfying those automatic data processing (ADP) requirements that 
are handled centrally. It has as authorized strength of[ _ ktaff 
employees, spends about [ sh year, and hes about one-third 
of the Agency's ADP resources. 

2. OCS consists of a Director's office, three staffs and four 
divisions. The staffs develop new computer techniques, conduct ADP 
training and handle general adminietration. Three divisions--Manage-~ 
ment Support, Intelligence Support, and Scientific Applications--aasist 
in the design of ADP systems and develop computer programs. The fourth, 


the Operations Division, rune the computers and handles production 


requirements. The managera of the Office, staffe and divisions are 
energetic and talented; their work force is highly skilled. 

3- Although computer specialists are in great demand, the 
turnover rete in OCS is not unusually high. For example, in a recent 
six-month period, only four left to accept employme:t elsewhere. Most 
of the Office professionals plan or want to make a eareer in the Agency 
and believe that their talents and skille were being used effectively. 
Ae in other organizations, however, the young professionals want to 
be given challenging assignments and promotion opportunities as they 
mature. They also express the need for better communications up and 


down and question some OCS wanagement practices. 
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4, The development of ALP experts within the Agency through 
training, advancement and rotation is presently the responsibility 
of several different components using computers. An ADP career 
service has been suggested as a means of providing efficient cen- 
tralized personnel management and making maximum use of such talents. 
While much can be seid in favor of such a service, we do not believe 
that this is the time for this move, largely becauge we found it 
difficult to separate technical ADP responsibilities from substan- 
tive responsibilities of the systems analysts and some programmers. 
We recommend that the Information Processing Board (IPB) do what it 
ean to facilitate the career development of ADP people. 

5. ‘Rotation of OCS computer specialists into substantive 
components and the assignment of substantive experts to OCS can 
do much to close the commmications gap and assure more efficient 
use of ADP in the future. Some of this has been done and with good 
results. Improvements in the quality and range of OCS services to 
customers can also be brought about by a number of managerial steps. 
Specifically, there is a need for better written standards and pro- 
cedures; for improvement in staff wn; for better ADP documentation; 
and for a tightening up of supervisory practices and housekeeping 
routinea. While OCS has done well in keeping up with demands for its 
services in a period of rapid ADP growth, it is now time to improve 


the organization and management of its basic resources. 
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6. The Sclentifie Applications Division of OCS is @ugaged in 

an Supressive array of programe end projects in support of a diverse 
ist of custowers (O31, O3A, OEL, FMEAC, OC, OSP, OER, OMS, TSD, 
ete.). Its work is satisfactory, but the division needa better 
records on the availability of software systems. The division's 
bull pex-type work area makes Concentration for ite highly qualified 
mathemeticlane and scientist practically imposeible; a condition 
they feel lowers their efficiency to perhaps 35 percent. 

T. The Managesent Support Division malutains about 50 systems 
which produce some 1,000 different kinds of reports for all components 
of the Support Services and other Agency elements. Most of the pro- 
grens for the systems vere designed to ruo on earlier generatidn 
computers than those OCS cow has. This means thet these sore ad- 
vanced computers perform like an older, leas advaiced, leas efficient 
Computer while running these programs (referred to a8 emulatios}. 

In addition, some of the syttems are poorly documented acd have 
been revised and patched in a Plecemeal fashio., thus increasing 
inefficiency and inflexibility. 

S. The Manegenest Support Division has a large tivestment in 
the Support Information Processing Systea (GPS) which aow has 25 
OCS and | [pve people working on it as a SIPS Task Force. The effort 
to Gesign ad develop SIPS began in 1964 with fewer people involved 
but with the basic aims the same. These were to report support deta 
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more completely and faster, to reduce redundant reporting, and to 
lower data manipulating time. What began as a1 effort to design 
aud Cevelop overly sophisticated systems has now been cut beck to 
4O sub-systems within ten sajor systems which are iu three areas-- 
human, finmacial, and material resources. ‘The effort has alao been 
modified to allow an inereme:tal approach in the desig: and devel- 
Gpment of the ten systems rather tha; intxeduce them all at once. 
After the earlier yeara of frustrations and little real success, 
the Task Force now appears to be Progressing. However, we found a 
ceed for the establishment of mors firs systen parameters; 4 need 
to determine programming methods (batch or on-line); and a need to 
standardize data elements aud codes. We also found a need for the 
DDS components to devise and firm Up their input procedures, to 
make plans for the utilization of the outputs, aad to arrange train- 
ing for the staffa involved in the new Procedures. 

9- In the past, the SIPS Program has lost momentun because of 
insufficient technical expertise and indecisive communications with 
management. It appears that these problema have been overcone and 
that the Task Force now has Specific plang ag to where it is headiag 
and when if will get there. However, muck {s still to be done and 
| ecatinued support is essential. Yo stop the SIPS effort sow vould 
mean the loss of a large isvestment. Furtlier delays in developing 
she syetems would be very costly. 
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10. Some of the staff who have been detailed to SIPS from 
support offices need counseling. Their morale is low because they 
feel that they are out of the mainstream of consideration for pro- 
motions and reassignment opportunities. A recommendation on this 


point is included in the report. 


11. The Intelligence Support Division works for the DDI, the 


DD/S&E, the DDP, NIPE, and OC. Its main projects involve the 
storage and manipulation of large masses of information. The 
majority of the division's work is regarded as satisfactory by the 
users. One software program developed by the division is not getting 
the use OCS feels it should, however. This is CAPRI (Centralized 
Automatic Processing and Retrieval of Intelligence). It is based 

on the premise that many requirements in organizing, processing, 

and displaying information are enough alike, even though the sub- 
pore content is dissimilar, to allew the multiple use of one 

ADP program for a wide number of users. ‘The program is ready but has 
few users. OCS believes that the program meets many of thea DDI's 
basic information storage and retrieval requirements. A number of 
DDI members, however, feel that CAPRZ has limited practical use. In 
this and in other fields closely related to the work of Central Ref- 
erence Service of DDI, there has been s lack of clarity regarding 
OCS responsibilities. We have recommended that the Deputy Director 


for Intelligence and the Deputy Director for Selence and Technology 
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fecus their attention in clarifying the roles awl responsibilities 
of OCO and CRS. 

i2, We fousé that the Intelligence Support Division was once 
poorly wauaged, underemployed, acd had inadequate standards, pro~- 
cedures ond documentatios. A change in management corrected the 
first problem; the sew management is correcting the second; the 
third remaizs a problen. 

13. The Operations Division suns the computer center. It fs 


competently maneged, aad a smell technical statf provides great 
help in day~to-day problem solving. Most of its exployees are 
computer operators, key puich operatera, acd clerks. The divisio: 


performs a great deal of work reliably a: promptiy. 

14. In studying the operatious of the computer center, the 
inepectors were impressed by the complexity of decision-makiag i: 
the field of equipment selection. Clearly, the rate of technological 
advance tends to outstrip our ability to make efficieut use of the 
computers we have (i.¢., eed for emulatio:). It algo seems to 
farce the yace of decision-making about the future structure of our 
york in this area. High-capacity, high-speed computers are avaii- 
able, aud it would be tempting from the point-of-view of coat to 
move in the direction of lotegrated operations and time-shariag 
operations. At the seme time such of the Agency's work requires 
flexibility and ea high degree of security. There are those who 
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pelieve that fourth-generation small computers assigned to support 
our work in certain specialized, compartmented fields and "controlled" 
by the using component are the answer to the need for flexibility and 
security. But it is not at all clear when such computers will be 
available and what they will cost. 

ib. We suggest that the Agency pause and take stock. There is 
& need to catch up with the equipment on hand and a need to select 


our future courrge with great care. 


16. The need for central Agency review and coordination of ADP 


was met in part by the Executive Director-Comptroller's memorandum of 
13 October 1969, which created an Information Processing Board (IFB) 
chaired by an appointee of the Executive Director-Comptroller. This 
wes @ strong step forward in meeting this need but does not eliminate 
all problems. The Board does not have full-time members. All, 
including the Chairman have other jobs. The Board has no real 
authority. Its funetions are largely advisory in nature and essen~ 
tially are as follows: 
a. Po assist in the formation of policy-planning- 
guidance. 
b. To suggest how to eliminate duplication or achieve | 
compatibility. 
c. Yo assist in determining the best use of heeds 


ADP facilities. 


-~T- 
SECRET 


Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


SECRET 


a. To advise the Executive Director-Comptrolier. 

17. The IPB, then, hae so real authority. We believe this 
authority for the coordination of Ageacy ADP night better be placed 
in the hands of @ full-time Board Chairman who reports directly acd 
only to the Executive Director-Comptrolier and has the support of a 
strong professional stafr. 

18. The Commmnity O:-Line Intelligence Systew (COINS) experiment 
affects the work of OCS in several ways. The basic systen appeara to 
be faulty. It ties up one OCS computer for three hours a day. 
Probleme with software, different Filing and eodiug systems, and a 
Common computer language problem nave not been solved. It is possible 
that the syatem doss not meet a valid dutelligence need. Finally, it 
poses problem i: ove area in which the Agency 1s already overloaded 
with problems, that of ADP security. 

19. Certain security problem ere daberent in ADP. A great 
deal of intelligence and support iiformation is tu oue central plisce. 
The information is in packages easily removed or copied. Electro- 
maguetic raedlation mst be eliminated by careful shielding. Spillege 
of compartimented inforamtion present is time-sharing multi-classifi- 
cation level systems is possible. The many remote terminals in timne- 
Sharing systems increase the possibility of unauthorized access to 
compartmeated informatio:. The flood of computer-produced intelli- 
gence information can create classification asd dissemination control 
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2. There is a need to form a task force of security and ARP 


spetdalisis large enough aid competent enough to denl with these 
prob lens and those adfitional ones that are csused by COING. The 
security effort addressed to tucse propless at present is quite 
inadequate. 

21. Ne fousd thet OCS {s customer-orlented and responsive to 
customer requirements within the limits of 00% capabilities. A 
maber of problems raised by the weers, hovever, must be given con~ 
tinued atteotion. These start with a comnicatious gap wherein 
the customers cannot understand the Jargon used by the computer 
specialiate, acd the computer people de sot fully wwleratand the 
substantive information seeds of the users. ome customers are 
juflue.ced, perhaps unduly, by their past experiences with ADP and 
computers and tend te be skeptical about cost and time estimates. 
They also tend to be critical of ADP outputs where the inputa were 
made by some other person: or component; ou the other hand, they are 
satisfied with outputs in which they made the iuputs. Some voiced 
concern about the lack of reliability of the OCS interactive time- 
sheriug syetem and the amount of "down-tine.” Some believe OCS and 
ORD should have better planing and closer working relationships. 

A number of customers pol:uted out the lack of auy clear-cut OCS 
priority system for allocation of analyst acd procrasumer time in 
relation to the substantive iupertance of the application. Most 
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thought that their ow: ABP gyatems or program: ceeded upgrading acd 
improving iu some way. Ih the mein they tended also to be as critical 
of those AUP-related processes for which they were responsible as 


they vere of services performed by OCs. They blamed themselves and 


also believed that their own wanagement had not always given ADP the 
proper Gegree and level of interest and eupport to ensure good system 
desig: aod reliable input procedures. On the positive side, customers 
in the Support Directorate reported reasonably good OCS service for 
on-going programs, end we found this to be the overall Ageacy attitude 
in this area of Office operations. 

22. OCS and the Office of Trainiug have made a comaeudable 
effort in providing the right kind of trainiug for ADP specialists 
and uaera. Only tvo arens sees to have been slighted--increased 
emphasig on the disciplises associated with systems analysis, and 
the training of high-level Agency managers who, in the long run, 
wake many of the key ADP decisions for the Agency. 

23. Finally, it is our belief that OCS must establish « eysten 
for coating ADP services and mut be given aseistance in Solving the 


problem of working space. 


SECRET 
Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


BECRET 


II. PRODUCTION 


1. Tuis report of survey presents owr fludings concerning 
management within OC3; Office relationships vith higher management; 
relationships with customers and other Agexcy computer organizations; 
and GCS problem areas. A ousber of recommendations are made con- 
cerning theee areas and releticuships, 

2. Ia planiing this survey, ve were fully conscious of the 
fact thet our inspectors would uot be able to aculyne and solve 
technical problems 4 the ADP fielé. Ag the survey progressed and 
a8 such problems were identified, the iuspectors sought to determine 
whether or not aanagement was devoting sufficiest attention to their 
resolution. It is cur belief that by conductiug a comprehensive 
review of OCS on this basis we have beea sble to suggest profitable 
lines of actios to managemait, without becoming involved in techiical 
debate. 

3. The laspecters conducted laterviews with mecbers of all of 
the componente of OCS, the verlour Directorate Informatio: Processing 
Coordicators, the customers usicg the services of OCS, other Agency 
computer operating elements, the 0/PPS, acd the SIPE Staff. All 
eGncerned were most cooperative. 

4. During the course of the survey, Agency ADP activities, 
ineluding those of OCS, were also being reviewed by other Agescy 
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Clements auch se the DM AsPIN” staff, the rece:tly created Infor- 


mation Processing Boardy’0/PPB, and the IG Audit Stare. We have 
had profitable tales with each of these groups. 


I~ “Se iianteg ened emer uiateaneenereer ee OO 
‘Automated Systems for the Productio; ef Jutellige:ce 
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WII. HiSslOs AWD ORGANLZATIO‘ 


1. Mission - The Office of Computer Services is responsible 
for satisfying those automatic date preesssing requirements tuat are 
handled centrally [ |, OCS has about one-third of the 
Agency's ADP resources. 

2. Qrganization - 0CS is an office in the Directorate for 


Seleace aad Technology. The Office has an authorised strength of 
[ _]atare employees, teas LO computer egepany or coatract employees 
at headquarters and sever. contracts with commercial firms in further~ 
ance of ite mission (not including reatel. contracts for machinery 
and software). ‘The budget for F¥+1970 7 nn Te ceatral 


position of OCS within the Agency's overall ADP structure was reaffirmed 
in & memorandum iesued by the Exeartive Director-—Comptroller on 
13 October 1969. This memorandum establishes an Agency Information 
Processing Board coagisting of representatives of each of the dir- 
ectorates and cheired by a: individual appointed by the Executive 
Director-Comptroller. The Director of the Office of Computer Services, 
as the 0D/Sa Information Proceasing Coordinator, sexves on this Board. 
3. Although established as aa Office in August 1963, its organ- 
igstion is still evolving to adjust to the very fluid sature of the 
requirements levied upou it. The current organization of OCs is 
reflected in the chart on the page facing this one. A brief description 
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ef the functions of the Office of the Director, the staffs, and the 
divisions of OCS follows. More detailed comments concerning perforn- 
ance and problem areag are dealt with in later chapters of this 
report. | | - 

4, Office of the Director ~ This office includes the Director, 
a deputy, an executive officer, two acientific advisors, a special 
aseistant and two secretarial employees. At the present time the 
Director is on a year’s training assignment, and his deputy is now 
the Acting Director. 

5. The office establishes policy for and administers the 
operations and activities of the entire OCS complex. In general, 
ita funetions are to plan and program long-range personnel, financial, 
space, and equipment resources for 05: to review proposals or requests 
for OCS computer support; to participate in the ADP programs of other 
government departments; to chair meetings of ADP technicians and 


users to discuss and resolve conmon problems; to represent the DD/su? 


on the Information Processing Board; and, to coordinate ADP activities | 


and interface with other Agency elemente. 

6. Staffs - There are three special staffs within 0CS, the 
Advenced Projects Staff, the ADP Training Staff, and the Administrative 
Staff. 

a. Advanced Projects Staff - This staff consists of 
[i dapectaiiats and mathematicians. It develops 
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new computer techniques by working on matters of 
general interest rather than on the specific needs of 
customers. Examples of some of this staff's services 
are: (a) the development of computer time-sharing 
systems; (b) development of man/machine languages; 
and (c) the review and evaluation of new, unusual, 


or prospective computer systems. 


b. ADP Training Staff - This staff - 


[tts responsible for designing and con- 


ducting a computer science training program as an Agency 
service of common concern. 

¢. Administrative Staff ~ Thie staff, consisting of 
te th tt 
istrative arm of the Director and provides assistance to 

all OCS elements in matters of security, logistics, 

Pinance, training, personnel, and administration. 

7. Divisions - Four divisions carry out the mission of O68. There 
are three "applications" divisions: the Management Support Division, 
the Intelligence Support Division, and the Scientific Applications 
Division. These divisions work with the customer to determine his 
ADP needa and, either single-handedly or in partnership with the 
customers, design and implement systems, develop programs, and 


test the programs. Once a syetem is in operation, the responsible 
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applications division will monitor the quality of the output asd 
remain in communication. with the customer so that s.y necessary 
system cheige can be made to improve the product. 

os The fourth division ig the Operations Division, which 
handlea the productio:: aspects of a job, i.¢., scheduling, main~ 
tafaing and operating the computer ceater equipment. The techaical 
staff of this Division hes the respowibility for impleuesting aad 
modifying the software which activates and coutrols the computer 
heordware . | 
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TY. GENERAL ANAGEMERT AND PERSONNEL 


iL. The Director of OCS, the Deputy Director asd Givisies asd 
stare chief are an euvergetic and talented group of meu who have 
played 4: Leportant role i: expanding the Age .cy's ADP capabilities 
deriug the past several years. They talked ca..didly and objectively 
to the iuspeetors about the wacy proplems faced by the Agency and by 
thelr Office ta upgrading and refinicg ADP aystems and applicatio.s - 

2, The ADP specialists and techniciass that make up the greater 

port of the OCS work force appear to be highly skilled. Thig ie the 
reault of Office management's recruiting acd traiuisig program. At 
the time of our aurvey, about 55 ledividuals vere beluz recruited, 
40 perce:t of whom were prolessionals. Of those prot'castonals already 
On a | pave bachelor dezrees. The 
OCS trainviag program has added sigsificantly to the expertise of these 
people and has wade possibie the utilization of non-professionale. 

3. OCS management ieccssieen that persounel tursover is detri- 
mental to malctaiuing high standards of ADP service to tue Agency. 
is our view, the turnover rete is not usugually high cousidering 
the rather unsettled seture of this evolving and expanding field. 
During the period 1 July 1669 to 31 December 1969, 25 people left 
OCS, but ouly four left to seek exploymest elsewhere. The followiaz 


table shows the manbers thet left, their grades, and their reasons for 
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GRADES NUMBER LEAVING REASON FOR LEAVING NUMBER 


GS-13 Reassignaent 

GS-12 Retirement 

G8-11 Relocation 

GS-10 Military 

05-09 Maternity 

GS-08 Other Govt. Reployment 
GS-07 Private Industry 
03-06 LWOP 

GS-05 Personal 

GS-04 


Mw Oo le 19 9D ee 
Rm WwW eo Nb 


4. Even though the OCS turnover rate is not excessive, our 


interviews with employees at all grades and levels turned up a 
number of conditions which, if corrected, might lead to a diminishing 
rate and an improvement in the quality of work. Corrective action by 
OCS management is possible in our judgment. 

5+ Most OCS employees are highly interested in ADP work as a 
profession. They evidenced no interest io being considered for other 
types of assignments, and the majority intended or desired to make a 
career in the Agency. However, a number of the younger employees 
stated frankly that this depended entirely upon whether or not they 
received challenging assignments and steady promotions. 

6. Moet OCS employees felt that their talents and skills vere 
being utilized effectively. Most thought that Agency trainiag was of 
& very high quality and improved their on-the-job performance. On the 
other hand, « number of employees, especially in the Intelligence 
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Support Division, complained of occasional idleness or “dead time” 
because of unforeseen equipment or program problems or inept planning 
or acheduling of work assignuents. Many felt remote from the OCS 
front office. They thought that there should be better channels 

aad mechanisms for commuaicating plans, inetructions, and information 


Gownward and ideas and information upward. A number thought there 


was a “commnications gap” between OCS and top- and middle-level 


management in the Agency; that OCS dealt mostly with "coordinators” 
or low-level. representatives of management, and that mauy of these 
people seemed irresolute or uncertain as to whet management really 
wanted from ADP. Several said that OCS should be less coacerzed 
about ite “image” and “pleasing the customer” and more concerned 
about good systems design. Some felt that the Office should do more 
Bearching analysis and inguiry into the cost of satisfying requests 
in relation to the realistic seeds for information. A number of OCS 
people commented that the overall ADP management in the Agency was 
fragmented, unstructured, and lacking in authoritative standards for 
resolving issues and mking decisions. 

7. From time to time consideration has been given to creating a 
separate career service for ADP personnel. It is argued that such a 
service would make maxizuam use of the talenta of such personnel and 
would offer to all ADP specialists a chauce to compete for advancement 
and for assignments that would broaden their professional experience. 
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There is, indeed, auch to be said for centralized career management 
of computer operators aud even programmers. In the case of ayateus 
anslysta, and in some cases of programmers, it is difficult to 
separate the technical side of their work from the substactive side. 
Thus the needs of the ADP components and the needs of the substantive 
offices must be carefully weighed before a solidly based decision can 
be reached in thia matter. For this reason we do not feel that this 
is the time to muke a decision with regard to establishing one ADP 
career service for the Agency. Such a decision should be deferred 
uotil the overall roles and responsibilities for ADP had been settled 
and experience has indicated how best to handle the experts in this 
field. | 

S. Pending a decision on career service, the IP Board could 
perform a useful function in coordinating the rotation of persons 
between directorates where thie vould be advantageous to the Agency 
or to the individual. 

9- The assignment of OCS persomel to other components as a 
permanent transfer or for indoctrination and/or substantive on-the~ 
Job training has oecurred in isolated cases in the past. We noted 
great customer satisfaction where this had been done and a greater 


appreciation of substantive problems on the part of the computer 


specialist. Some customers felt there was reluctance on the part of 
OCS to make such comuitments of its personnel, especially where it 
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has meant an outright transfer. We car uuderatand this position but 
believe that such assigamests, as well as assigncents or substantive 
apecialiate to OCS, can do much to close the commusicatioss gap 

. between computer specialists aad substantive specialists and to assure 
efficient use of ADP iu the future. 

16. In reviewing OCS management and personnel, ve found a ceed 
for greater iubonent du the organization and iasuance of authoritative 
writte: tendons and procedures; for improvement iu staff vork; for 
greater observance of approved standards iu the documentation of ADP 
systems and programs; and for a tightening up of supervisory practices 
and houpekeeping routines. While we reiterate our belief that OCS 
management has had to run hard just to keep up with demands for its 
services, we feel that emphasis should aow be given to improving the 
organization and management of basic ADP resources. There is a need 
for a refinement of their technical and management processes and pro- 
cedures if they are to improve the quality and raage of services 
provided to customers. 

ii. We found especially that most OCS written standards and pro- 
cedures had been devised and isaued by the various divisions aud that 
they vary widely in content and quality. Those procedures igsued at | 
the OCS Office level are badly orgenized, uacodified, out of date, and 
are uot availeble for reference by ali emplayeea. We recoguize that 
the differences in the types of ADP applications handled by the 


- 21 - 
SECRET 
Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


SECRET 


Givisions require some variation in documentation standards at the 
division level, but we believe it would be considerably more efficient 
to devise a set of general standards and procedures at the office 
“level than to have each division write its own set. Documentation 
Standards which may need to be devised at the division level should 
be reylewed at the OCS Office level to ensure that they are in 
general conformance with the general standards and procedures estab~ 
lished for the Office ae a whole. OCS recognizes the need to improve 
its procedures and has already initiated action toward that end, but 
eonsiderably more work remains to be done. 

Recommendation No. 1 

That OCS devise, publish and arrange for ortice- 

wide dissemination of OCS standards and procedures. 

12. We believe that many of the management and personnel 
problems cited in this section can be corrected by OCS while others 
require action by the IP Board and the directorates concerned. Because 
their correction appesrs to be primarily a metter of improvement and 
refinement of management processes, the question arose as to why this 
has not been done to date. Having completed our survey, we believe 4 
few worde can be spoken in extenustion. 

13. First we found that OCS management has been faced with a 
rapidly changing ADP technology. Within a decade computers have 


evolved from tube-types to discrete transistors and now to integrated 


= 22 « 


SECRET 
Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


SECRET 


circuits; and a fourth generation is in the offing. In this computer 
technology "explosion," OCS has managed to improve, upgrade, modify, 
and replace equipment apace. Their present computer equipment is 
maintained and operated effectively from the standpoint of servicing 
On-going programs. We view this as a significant accomplishment on 


the part of OCS management. 


14, Next we found that the ADP services provided by OCS have 


grown at a very rapid pace over a wide range of applications such 

as scientific computations, information storage and retrieval, in- 
telligence collection and processing, and administrative activities. 
This growth in services, the computer technology explosion, and moat 
importantly the lack of clear-cut roles and responsibilities of 
various Agency components for the development and utilization of 
computer resources have made OCS management a trying and difficult 
job. To date, the OCS managers have demonstrated a high degree of 
pragmatism and perceptive common sense in providing essential services; 
balancing conflicting requirements, building up manpower, machine, 
and software resources, and managing on a day-to-day basis. 

15. We feel that the Acting Director, OCS, his staff, and 
@ivision chiefs are trying to correct deficiencies cited in this 
report. However, we believe more must be done to refine management 
practices and clarify roles and responsibilities in the future, and 


we have made several recommendations on this. 
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Ye SCIENTIFIC APPLICATIOUS DIVISION 


1. This division nas[ | secretary-steuograpners. 
The officers are specialists in mathematics, physics, electrical . 
ewilneeriig, aerospace engiueering, engineering aciesce, computer 
ecle:.ce, and chemical eugiueering Pate diversity lu persoanél 
expsrience is required because the division assists other Agency 
eoupouents in defining and solving engine¢riag end ecientific problens. 
The division supports elenents of the DD/sut, DOL, DDS, DOP, and WIPE / 
DCI. 

2. Thia division is divided inate four units, the Trajectory acd 
Orbital Determination Branch, iatreuat ies Branch, Signal Analysis 
Branch, and the Selentific Systems Siarf. 

3. The Trajectary and Orbital Determinstio: Branch--Thia bracch 
vas[ YO ors dat 
principal areas, alr defecse systeu snalysis acd trajectory and 
orbital analysie. Exeasplea of the former are: a computer system 
for simulating the mission of a high altitude reconnaissance vehicle 
over dexied ereas asd éeaxiarinn the effectiveness of air acd radar 
facilities} asd a computer syatem for simulating an ABM defensive 
ayatem end evaluating its effectiveness ageicet ICBMs launched from 
fixed sites and mobile platforms. The principal custowers for such 


service are OSI, OGA, OEL, FMSAC, OC, aud OGP. These orygauizations 


SECRET 


Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 
SECRET 


will require continuins a. iocreasing support to make analyses of 
schaieing air defense systema a.d to inprove computer techaiques so 
that more effective analysis can be performed. Additional work 
wiil be required if lt is decided to operate certain programs that 
have been developed by covtrsctors. 

hk, I: the trajectory aid orbital aualysis area, computer prograns 
nave bea: developed to deternice the trajectory of missiles, to predict 
the orbite of satellites, and to evaluate the accuracy of rader 
tracking systems. The mais customer ig FMSAC. OCS hae: endeavored 
tQ aodify programs developed by contractors and to understand FMcAC~ 
seveloped programs in an athempt to reduce the Panos of outeide 
eoutract work. | 

5. This branch also serves OSR on au ad hoc basis on require- 
mete requiring quick responses. . 

&. Mathematics Braich--Phis bracen nef send 
mathematicians, and the pees useof[ ids SR 


. works in fow main sreas: 


a. Modeli:g. i: this area the branch has developed 


and malouteins three uajor projects: 


(t) Project | his project tries to 
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OBGL. The system's file contains coastlinea, cities, 
railroads, etc., ©. a world-wide basia and is vel), 
arranged so thet the user cas request any one of 16 
projections. The piutpoce of the system is to produce 
the map projectiocn quickly. Juck projections would 
take mouths to do manunhiy. Onee the prograus are 
completed by the Uracch, they are turced over to OBGT 
fev rucilag. Hoth OBSI and SAD are eous tantly di: toueh 
with the cartographic commodity, and the syaten asd the 
data bank involved have beei cives to other agencies. 

3. Medical Services. There are two projects i thie 
area, one for the Psychological Staff and the other for 
the Clinical Steff. The first is is a developmeital stage 
bat should be operational in several mocthe. Oversight 
it will score tests siven to applica:ts and employees 
and point out psychological problem areas so that people 
tested could be recalled for personal, interviews by the 


psychologist the any followli:g testing. The secoad 


project, which is dormant for the womeat, iovolves 4 


series of programs which could enualyze information on 
physical examination results, poloting out things tat 
@re unusual. The data zoiog Lito the system would include 


medical history forms, laboratory reports, and doctors' 
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diacnges . 
4%. Support to the CS. The pace supports 4 
variety CY applications tor the C8. 85D is one of | 
the wad: Customers, Use program, wbieh has beea going 
on for seve: years aad will probsbiy contiaue for another 


two, involves testing the fe of batteries. Acother 


poses tomaves [i tr 
Penida ag | 
TF 


provides weekly traffic summaries. 
(T+ Ia addition to toe above four areas, the branch also services 
ad noc requirements. | 
Sdanal Ay is Braschi ~ Chia braceh has [anit 
C........_ uses contractors o4 @ part-time basin aud is 


divided into three substantive areas. 

9. The signal analysis group handles programe for OKL, FMGAC, 
OC, and ORD dealing in the asalysaia of telemetry, ELIME, COMINT, 
RADIGT, end “speelal things.” fue work i.volves suslogue pre~ 


pracésging, analogue te digitul eosversian, display of date, aod 


aoalyses of data. The objective of the work is to extract intelli- 


gence from signals. 
19, The communications application group assiate the Office of 
Communications fis developixs programe which help predict the perforg- 
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asece of various existing and proposed comamications and intercept 
systems. 


12. The Scientific systems Staff - This staff ia supervised dy 
the Deputy Chief of SAD and has five professioszalg. It aupports 
customers ou software matters with O8F contractora aad gives special 
software support to OSP's[ ss projects. It hae 
assigned three officers to OSF for this purpose. Increasing importance 
is being placed on assignuents of this kind which also involves getting 
into substantive areas as well es working on software matters. 

43. | Commsate ~ A problem, common to several units in OCS but 
of particular concern to SAD, is the one of icadequate office apace. 
SAD has very highly quelified sclentists who are difficult to recruit. 
After obtaining their services, we put them to work in a bull~pen of 


an office where eonceatration is practically impossible. SAD employees 


estimate that such working conditions cut the efficiency of their 
performance down to perhaps 35 percent. This sounds exaggerated, but 
they mean 4t quite seriously. We realize thet the managewat of 00S 
has made a great effort to obtain more adequate epace and is still 
ng, but without much euccess. A recoemendatio: concerning the 
@ubject ie made in our “Seneral Discussions” section. | 


14. When SAD receives a request for aervice, it checks ita ow: | 
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software to see if any system exists which would be useable. If not, 
it checks with manufacturers, as do the customers at times. Reliance | 
is placed upou manufacturers to identify suitable software of their 
oun ar of other goverament agencies. There is uo systematic require- 
ment for centrally recording and identifying Agency lo-~house softwere 
items, and we believe that one should be established. In addition, 
there should be a similar system within the goverzment, taking, of 
‘course, security considerations isto account. 

That OCS initiate action with the IP Board to consider: 


& The need to establish a central point of 
record for Agency software systers; and 


b. The seed to establish a similar goverument~ 
wide central point of record for software systens. 
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VI. MACAGEMEGT SUPPORT DIVISIOS 


i. The Managenest Gupport Divisio: (MSD) uses computer ‘systems 
to help macageyent sccowit for people, movey, aad things. It mai.- 
tadua sbout 56 systems iuvolving over 300 separate applicatioue, which 
produce some 1,000 differe:t, Binds of reports for all componenta of 
the Support Directorate and other Ageney elements. The division is 
also working on 4 very large-scale developmental project, the Support 
Information Processing Syatem (sips). This project involves the study, 
redesign, evaluation y and programming of most of the preseut Support 
Directorate ADP activities aud ie meant to extend information pro- 
cessing inte areas not previously serviced. 

2. The division, consisting of the Office of the Chief, MSD aad 
its four branches (Budget and Fiseal Brauch, Material Brauch, Manpover 
and Personnel Branch, Developwest Branch}, has a total. of [ _lemproyees, 
consisting of [ ] computer systems analyste,[ |computer apecialists, 

[ ] computer progranmuers, aud |stesographer-typistea. As additional 
[| DNS officers have bee. assigned to forui part of a GIPS Task Force 
under the direction of the Chief, MSD. Of the total a entployees 
assigned to MSD, approximately 75 perceat are comaltted to SIPS activ- 
ities, and the remaining 25 percent are engaged in servicing and main 
taining the On-going ADP system. The Chief, MSD, is alec the Director 


of the SIPS Task Force. He is responsible to the Director, OCS, in 
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his capacity of Chief, MSD, and tothe Assistant DDS in connection 
with the SIPS developmental activities. He keeps both these officials 
iuformed of his activities by frequent briefings and reports as 
required. 

. Budget and Fiscal Branch and Ite Current Systems - This branch 
maintains four current ADP systems for the Deputy Director for Support 
and provides services in support of 0/PPB. The four systems are 
identified as Accounts, Vouchered Funds Payroll, Unvouchered Funds 
Payroll, and W-2 Tax Reports. In sddition to these ADP systems, 
there is an electronic accounting machine (EAM) operation performed 
by Office of Finance to process agent payrolls. Most of the programs 
for the current systems are run under 301/501 emulation™ on RCA 
Spectra 70/45 and 70/35 equipment. | 

4. Material Branch and Its Curves Systems - This branch main- 
tains five current ADP systems for the Deputy Director for Support, 
which are Stock Accounting, Defense Logistics Supply Center (cata- 
loguing), Contract Information File (CONIF), Forms, Agency and non- 
Agency, and Electronic Printing of Intelligence Composition (Printing 
Services Division electronic type setting). In addition to the above 
ADP systems, an EAM operation produces a report on the status of 
Agency vehicles for the Director of Logistics. 
*Emulation means to program the most advanced computers (e.g., the 


third generation) so that they perform like an earlier, less advanced 
computer (e.g., the first and second generations). 
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32 There are two ADF systeng mainuteined for the Deputy Director 
of Science and Technology. These are ACOR! (contract information) gad 
RASP (measurements of performance oa surveillance vehicles). Current 
materiel resource systems are processed ou RUA Spectra 70 aad TBM 360 
equipment. 

aod Personnel Branch asd Ite Current 
branch maintains some 42 curreut- ADP systema for the Support Directorate. 
These systems produce more than 300 reports pertaining to tables of 
organization, qualifications aad skills, retirement Status, statistics: 
projections aud actuarial studies, personnel histories and training 
records, skills inventories, security nane-check information, credit 
union, hoapitelization, inaurance reportins, etc. The programs for 
the current systems are processed on IBM 360 and RCA Spectra 7O equip- 
nent. 

7. Development Braich - Presently this branch ig conceraed pri- 
marily with the SIPS developmestsl activities. The brauch is involved 
iu other activities. For exemple, recently the bracch has beea given 
the task of Improving a:€ debugging the Printing Services Division's 
bleetrocic Printing of Intelligence Composition System (EPIC). EPIe 
ig a computerized system for processing National Intelligence Survey 
texts. It produces formatted input data to photo-composing equipment 
which, is turn, praduces a finished printed output. EPIC bas been to 


operation since 1965, and has the potential of effecting savings in 
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both time and costs. EPIC should provide fully made-up pages of 
text and eliminate several reviews and corrections of text which 

sre required when utilizing traditional printing methods. These 
benefits appear not to have been fully realized, however, because 

of problems involving programming bugs and input which have not yet 
been ironed out. It is expeeted that the assignment of an additional 
OCS specialiet te this program should help clear up EPIC problems. 

8. Comments - Mest of the 50 ADP systems currently maintained 
by MSD were designed and programmed before the advent of third- 
generation computers. The systems do not take full advantage of the 
possibilities offered by today's equipment and computer technology. 
Most of these systems are inadequately documented and have been 
revised end "patched" in plecemeal fashion. They are algo inflexible 
and difficult to modify to meet changing legal and administrative | 
requirements, and they do not provide Agency management with the type 
of relevant and timely information that woud be possible if the 
systems were updated. Approximately half of the present ADP appli- 
cations were programmed for second-generation computer equipment, 
and running these programs in emulation on third-generation equipment 
results in inefficient use of present computer capabilities. 

9. MSD fully recognizes the difficulties caused by past 
practices of inadequate documentation of ADP programs and has 
recently given major emphasis and attention to devising definitive 
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writtes, standards ang Procedures coverings documentation practices. 
The eforcement of toe documentation standards recently published 
by 23D shovld help to allevinte many of tne problems currently 
belg experieaced 4: counection with cChangiag and upgradisce programs, 
and Saude serve to liprove the future efficiency and productivity 
of the division. 

10. Comments made by MSD customers concerning MOD services are 
discussed later in the section Customer Attitudes and Problews. 

lh. 38 rt Information Precessi: 
program entails updating all of ‘the existing support systems and. 
making use of advanced computer techuology to increase the range and 
iuprove the quality of support inforwation services. Benefits ex- 
pected from SIPS include: more complete, responsive, and timely 
data for aasaek managere.t purposes for use of the Support Dineceues 
ate and other Agency components da varrying out their persounel, 
security, budgetary, custodial, accounting, aid general adminis- 
trative funetious } reduction in redundant data and the manual 
processes associated with the recordkeeplog, filing, and met paincioy 
of support data; aad reduction in wachiue time presently nate to 
- run tnese first- and second-zeneration programs in emulation on third- 
gZeveration equipment. 

12. The seed to update aud Loprove the support aysatens vas 
recoguized by both DDS and OCS several years ago, and led to the 
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eatablishment of the SIPS program. {he SIPS analysis and design 
work began in 1964 under the direction of the DDS Information Pro- 


cessing Coordinator. The SIPS Group has been composed at various 


times of from [__pfficers detailed from the Offices of Per- 


sonnel, Logistics, Finance, and other components of DBS, with 
limited advisory support from OCS. The group continued developmental 
work on thie activity util 7 Noveuber 1968. At that time the DDS 
and DD/8&f reached an agreement, approved by the Executive Director- 
Comptroller, to establish a SIPS Task Force. ‘The Force was formed 
under the Chier, MSD/OCS and was composed of the BDS SIPS Group 

and all of the personnel of MSD/OCS not otherwise committed to on- 
going ADP programs. A reassessment of the SIPS plan was made at 

that time, with the result that the number of sub-systema previously 
planned for under the three major groupings was reduced, certain 
design features were changed, design phases and priorities were 
established, and plans were altered to provide for the phased imple- 
mentation of each of the systems or sub-systems rather than the sim- 
taneous implementation of the whole SIPS progran. 

13. The present SIPS plan envisages the design and implementation 
of ten major ADF systems, with approximately 40 sub-systems, which will 
be put together to form an integrated information system for use in 
managing and accounting for the Agency's human, financial, and materiel 


resources. The ten major systems are: 
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Hunan Resources Systems 


{1} Manpower Control 
(2) Staffing Compleme.t 
(3) Skille Inveatory 


(4) Automated Neue Checicing (3ANCA) 


(5) special Clearances (SPECLE) 
(6) Pre-~Euploynent Processes 


Finaucial Resources Systens 
(7) Agency Payroll 
{8} Geveral Accounting 
(9) Budget Processes 


hateriel Resources System 
(10) Materiel Reacercak 


1k. According to the SIPS plan, the developmental tasks whiten 
must be completed prior to implementetion of each major syatem bas 
bee: divided into four phases, ea follows: 
Phase I Requirements Collection 
Phase II = Requirements Acalysis 
Phase III syaters Desian 
Phase IV = Progremsing, Testing, Leneitation 
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Each of the four wai. tasks ie furthes subdivided tuto specific 


subphases to establish beaclamrks for measuring progress. 

15. Phase 1, Requirewe.:ts Collection, bas beer. completed for 
all of the ten major systems, aid Phase Ii, Requirexe:ts Analysis, 
is cousidered to heave bee. substantially completed ou &11 major 
systems except the Materiel Resources system. The present effort 

& couceatrated primarily upo:. Phase ili, Systema Design, which 
Lluvolves firming up the desig: parameters of each systen, prepartu: 
Tuuctio.. flow charts for each process, devising Leforsatiou iuput 
and output specifications, establishing performacce requirenents, 
a: organizing file structures. The target dates established fox 
completion of Phase III, desig: stage, and Phase IV, implementation, 
are set forth below: 


TARGET DATES 


Qtr tr 3Qtr Wir IQtr AQtr Rtr Ktr ltr 
222 LO 1g7O 197O 1972 1972 1973 VTi 1972 


aOR eR OR ee AD 


PSR Hne eK eee ene Te Re Hea eR DeHee 


ee oe | 


Seaver wraew eae 
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TARCET DATES 


igtr agtr Wtr Wir lotr aatr Wer Ager Qtr 
1970 19/0 19/9 1971, 1972 1971 1972 1972 


Phase Tit teva tgan ase 
Phase LV eee ee ee eee ee eee ee ee ee es 2 2 


Skills Inventory 


eeraese 


RHsGweeezTeete ret veer zsteavreas 


eee eae een eReeenena 


(No firm target date for implementation) 
Ceueral Accounting 


Phase TIT weeerenereese 
Phase IV ewreaee ate evn eseetee 


Li 


Phase IIL eer eeretew aa eee 
Phase Ly Se ePeeee edna ete 


Budget Processes 
Fhese iV esensace 
materiel Resources 
Phase it coeevenr 
Prese Tiz eer eae er eee eee ane 
Phase TV Pe CeCaneeeeea tesa Genet eanse ease 
16. There are several very persuasive reasons, from the staxd~ 


point of utilization of Agency resources, why the SIPS effort should 
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be accorded a high priority and why everything practical should be 
done to waintain & steady rate of progress toward system completion. 
The overall cost of the SIPS effort is high and will continue to 
moust the louger it takes to luplement the systen. The cost of 
Puiiiig the present on-goiny second generation systems i: emilatio., 
On third generation equipment is aleo high oud cannot be reduced 
util the systems are redesigied and provriumed. The lacie of flex- 
ibility and poor documentation of the prese:t on-going systems also 
represent a hazard, because changing Saguiatosy or legal requirements 
could result in a breakdow. of parts of the pregect systems or make 


them prohibitively expensive to Operate. & large aunber of people 


du the DDS and throughout tne Agency aust spend a cousiderable anouwst 


of time i: wandpuleting the administrative data required by present 
procedures and practices. Many of these processes will be signifi- 
cantdy improved and presumably the «wxuber of pecple doing them re- 
duced as new procedures are introduced, Steady progress is also — 
easential for maintainiag tbe morale of the SIP3 Task Forde amployees. 
All of these polats argue for an early firming up of the systems 
desiga phase aud a. aggressive push forvard for the activation or 
the various sub-systems. 

if. The formation of the SIPS Task Force » the provision for 
access to the Assistant Director for Support for management decisions, 


aud the placement of all of the people working on the SIPS effort in 
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One physical location have had a beneficial effect. The DDS functional 


specialists and the OCs systems experts can now work together as a 
team and ean direct all their efforts toward the solution of the many 
complex problems involved. The quality of staff and developmental 
work and accesa to high-level management have improved and expedited 
decision-making. The cutback in the number of sibcayataia and the 
modification of some overly-sophisticated plans for on-line inter- 
active services and for the total integration of all data associated 
with this project have resulted in more realistic work plans and 
firmer user requirements. 

18. There are still many problems that lie ahead before the SIPS 
Program is completed. ‘The rate at which these problems are solved 
Will depend toa large extent upon the degree of priority which can 
be assigned to this project by DDS and OOS. The first step is to 
establish firm design parameters of the major ADP systems. This 
requires positive decisions on the part of both users and designers. 
In addition, early and positive decisions must be made as to which 
of the various iseatans will operate in a batch mode, and which 
will requive on-line interactive services. ‘The procedures, file 
structures, equipment, and software required for on-line services 
are quite different from that required for batch operations. _ Extensive 
testing and revision of customer input procedures and processing 


cycles will be necessary in those cases where on~line systens or 
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sub-systems are required. Another prerequisite to programming this 
activity is the need for the Standardization of date elements and 
codes. This job is essential if the system is to be ditegrated to 

‘the extent that atigle data inputs are to be transmitted between 

and utilized by the various systems and sub-systems. When the sbove 
design features are firmed wp, the priority given the level and 
quality of programuer support will determine the pace at which 
progress 1s made. During this sane period, Lowever, the DDS conposents 
mist devise and firm up input procedures, make plane for the utili- 
zation of the outputs, acd arrange for the required traiaing of 

tseir staffs if the new procedures are to be implemented effectively. 
OC3 must aleo be prepared to handle the problem of scheduling computer 
time and assigning personel needed to run the o1@ and new applications 
in parallel while testing and Gebugging the aysten. 

13. The Task Force leader and the various group leadera sow 
working on the SIPS activity appear confident that they are ou the 
right track, and thet they cau successfully implement thie systen 
in an incremeutal fashion as Presently planned. If the system 
development becomes bottlenecked, however, further cutbacka o: 
integration of data or o1 defersect of on-line facilities may be 
necessary in order to achieve faster progress. 


20. Discussions with sips Employees ~ We received a variety 


of reactious and opiiions in talking with the OCS and DDS employees 
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working on the SIPS Program. fhe group leaders aad branch chiefs 
seemed encouraged by the progress being made since the formation of 
the Task Force. They were cautiously optimistic about future Progress — 
and felt that present target dates for implementation of the major 
systems could be met, provided continued accese to high levela of 
DDS management could be maintained to ensure timely decisiong in 
respect to users’ final systems datien requirements. 

21. Although most of the SIPS employees vere very critical of 
the way in which the program had been managed in the paat, they 
seened to feel that the present “nix” of ekills and talents has 
improved the quality of analysis end plauning. Some, however, think 
that the present “mix" of personnel skills is not in proper balacce 
Those individuals feel that there are still too few ADP-oriented 
systems analyets and too many functional specialists aud junior 
programmers assigned to the SIPS Task Force. 

22. A number of the DDG detailees to JIPs display « keen interest 
in the potentialities of ADP, like the type of work they are dofag, 
and feel that the skills aud experience they are acquiring as members 
of the SIPS Task Group will enhaace their value to their parent 
Career Service and increage their opportunities for career advascement. 
There fa a low marale among other DDS detailees, however. These 
individuals feel estranged from their parent Career Gervices a:d 


think they ere not in the mainstream of consideration for promotions 
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and reassignment opportunities. They bave sll been asgured that 
they are considered along with all others of tueir service for 
prowotion and reasaignment, and it has been pointed out to then 
that a number of SIPS detailees have been promoted. Sowe of then, 


however, remain unconvinced and feel “trapped” {0 a situation they 


canot get out of until the SIPS task objectives are completed, and 
some are still doubtful that the tasks will be completed as scheduled. 
A nunber of them, detailed to what they thought would be @ one- to 
two~year assignment, have been workiag on the SIPS Program for four 
or five years and are depressed and discouraged by the prospect 

thet they may have to epecd two or three wore years on work for 
which they do not feel particularly well suited or qualified. There 
is nO easy solution to this difficult problew. The feeling that they 
are “trapped” tends to lower the efficieacy a.d productivity of these 
employees. On the other hand, any large-scale rotation of the SIPS 
Group would have a serious adverse effect 0: the Program by requir- 
dog the traduing of replacenents. 


Recommendation fio. 3 


That the Director of the SIPS Task Force aad tue 
heads of the DDS Career Services concerned arrange for 
counseling with each DDS detatlee vith s view to agsuriag 
the beat possible long-range utilization of the indiv- 
idual, both from hia standpoint and that of the Agency. 
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VIL. INTEQMIGESCE SUPPORT DIVISTOii 


i. The Intellizence Cupport Division (isp) nas|_| euployees 
and is comprised of the Office of the Chief acd four branches: 
the Data Applications Braaeh » Special Projects Branch, intelligence 
Meuagenent Eraich, acd the Programming Servicea Branch. ‘The primary 
faretion of ISD is to provide asgistaice to certai.: Agency components, 
mainly lotelligence producers, in the development of ADP systema 
required in the support of their missfous. This involves the study, 
analysis, and development of systems and the progremming of computer 
applications desigued to tacrease the productivity ar iuprove the 
efficiency of the using compouent. 

2. Functionally, the four branches of ISD are all engaged in 
the shove-mentioned activities sad are collectively involved is the 
development or mainteuance of ADP systems priscipally for DDI, DD/set, 
DOP and SNIPE. he followlig are examples of curre:t activities oF 
the four branches, 

3+ Special Projects Brauch ~ This branch provides services aid 
aasistance to OSR/DDI in counection with Gtyategic Cost Aualysie Yodel 
(scars) which 1g designed for costing various force postures associated 
with strategic weapous; develops atatistical data on the Vietnam var 
for the SAVA Jtaff; provides ADP Support for ORK ta connection with 
the ecouomic analyses of world trade data (TRABER); and assists the 


-~ 45. 


SECRET 


Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


Office of security in the development of a: ADP system to aid in . 
detecting usauthorized transmissions. 

4, intelligence Management Branch ~ This branch works closely 
with the IPE starr in the developrect ad ial easice of the Parget- 
Oriected Display (TOD) system, now called Comanity Intelligence 
Resources Information Systems (CIRIS). TOD is desigued to record 
acd aualyge the total resources of the U.S. intelligence community. 
The bracch is alse involved in the developue:t of a closely related 
system for the malatenance of an Overseas Intellige:ce Facilities 


taventory for RIPE. The branch ig aspisting FMSAC in reviewing and 


improving mechine files as to content aud uee on the FMSAC/AID Pro- 
Ject. Assistance is algo provided to various Agency components in 
reviewing contractor work statements aud contractor performance in 
counection with contracts involving computer use. 

9+ Prograumiog Services Branch - This branch assists the Office 
of Communications in developiug and maintaining ADP systems that pro~ 
vide data required for secure agent transmissions; provides services 
ta OST £4 counection with data manipulations or simulatious relating 
to biological and chemical warfare; end performs services for other 
jockey componéots ii connection with the development of on-line ADP 
applications for intelligence productio.: analyate. 

&. Data Applications Branch « This brasch is iavoelved in the 
maintenance and utilization of « large-scale, general-purpose file 
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mdagenest system, CAPRI (Centralized Automatic Proceasiug and 
Retrieval of Intelligence) and ina project for CRS/DDI called 
QUIKTRAK. CAPRI, vhich had ite origin in the CHIVE effort, was 
developed by OCS on the premise that mawy of the requirements em- 
| ployed in organizing, processing, and displaying interii gence infor- 
mation are sufficiently alike, even though the substantive coutent. 
of thé Tiles differ, to permit effielent multiple use of tne sane 
ADP program to serve the couon needs of a wide variety of users. 
Several years of developmental work have gone into the CAPRI effort, 
aud the system is now ready for use. However, it has aot beer widely 
accepted, and ite actual use at thie time ie limited to only a few 
applications. . | | 
7. OCS officials described CAPRI as a deep-iadex file nanaze- 
ment system of considerable power and utility, and seem to feel that 
it cau be profitably applied to serve many of DD's basic tuformation 
atorage and reiniavel vequireuente. Some officials in DDI, nowever, 
were quite skeptical conecerniag the value and whility of CAPRI and 
felt that its use was very Luntted for aatisfying the practical re- 
quirements for information Handling in the DDT. Additioual exper- 
dence in application will be veceasary to tell whether CAPRI is worth 
the time and money that bas been put into ite development. 
6. Arrangements have receitly been made to support CRS/DDT 1. 
the Gevelopment of QUIKPRAX, a complex on-line ADP system used for 
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analysis of data required by OSR concerning foreign military forces 
and installations. ‘The initial design ef this system was handled 
by an outside contractor] funder an ORD contract. Present 
plans are to phase out the[skontract and utilize OCS, CRS, and 
OSR capabilities to provide the systema analysis and programming 
support required. 

9. Comments - At the beginning of our inspection when we first 
surveyed I8) and talked to all its employees, the division had been 
recently reorganized, apparently to improve supervision and manage~- 
ment and to adopt a posture which would be more responsive to cus- 
tomer requirements. The new chief of the division was trying to 
institute improvements in supervisary practices, devise better 
techniques for conducting systems studies, and establish and enforce 
more explicit standards for programming ectveations and documentation. 

10. In the past, some ADP programs were never completely | 
documented by ISD and therefore required the intervention of a 
programmer between the customer and the Operations Division 
each time the customer asked for machine services. At the 
time of our survey, priority attention was being given by the 
new management to completing the documentation Qn these programs 
and to the preparation of run manuals which would then be turned 
over to the Operations Division, thus enabling the Operations Div- 


ision to respond Girectly to customer requests for routine computer 
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services without the intervestion of a promrauger. This would also 
erable ISD to get oa with sew work, 

Li. Zn owe initial talks with the employees in ISD, we found 
| that underemployment was the primary problem in the division. Al- 
Lhoush most employees felt that OCS was coucerned about them avd 
had & generous promotion policy, ISD morale was low, asd many of 
ise people expressed frustration, ‘beeause their talets and energies | 
were not belug properly utilized, There were various views expreased 
as UO the causes and effects of the wideremploymest problem. A few 
eaployees appeared to have adopted a slow work pace that stretched 
out the work available acd seemed to have adapted quite comfortably 
to thet pace. However, most of the emlovees were clearly whappy 
abouts the situation and blamed “macagement” in one way or auother 
for uot keeping them busy aod fully occupied. This criticism took: 
several form. The sharpest criticism was leveled at the previous 
Givision and br@sch chiefs for bad ugiememeut and supervisory 
practices. Employees complied about wiclear delegations of author- 
ity and responsibility, lack of long-range planning, acd purposeful 
direction and guidance, isadequate standards and procedwres, poor 
Gocuneutution practices, laept organisations and scheduling of work 
sggienmeste, and failure to gaiu or maintain customer cocfidesce in 
isi's capability aud willingness to nelp them in solving their ADP 
_ problem. Some of the employees leveled criticien at the office of 
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the Director, OCS, for failure to clarify the roles and relation. 
Snipa of OCS with CRS/DDI concerning the utilisation of the CAPRI 
system 1. developlas storage and retrieval systems for the Intel- 
iigesce Directorate, sad for fatilare to clarify the ground rule 
for participation by ISP in the developuet oi the QUIKTRAX systen. 
Several employees complatved thet OCS interial commnleatione vere 
weak and that they seserally heard about OCS plans acd activities 
vie the grapevine rather tha: being apprised through official 
ch@unele. | 

12. Some of the people in ISD aleo criticized other Agency 
componente Ler placiag too mich dependence pow outside contractors 
for the developue.t of computer aystens acd software packages 4:- 
stead of using OCS. They also criticized users for failicg te des~ 
crive their ADP requireme:ts or problems with suffictect clarity 
tO eoable OCS analysts acd programeers ta do thelr jobs yvithoutr 
ectensive backtracking a.d delays. 

43. The lack of clarity in respect uG the roles aad respon~ 
sibilities of SCS and CRS/DDE appeared to be the source of many of 
i5D's problees. CRS/DDI has ite ows compuier centey, which da used 
primarily to operate a large ABP progran (AEGIS) for the storage and 
retrieval of intelligence information. At the tine of our initisl 
survey, CRS controlled the commuter eqaipuent sugportlag Project 
QUISTRAK, operated a Rapid Search machine, acd provided some other 
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limited ADP services to DDI custemers. Presumbly 0cs' role is to 


provide “all other” computer services requested by the lutelligeace 
Directorate. We found that there vas considerable uncertaiaty 
respecting the type of ADP eyatems and seftvare the Intelligence | 
Directorate really seeds, confusion as ‘Ww the respective respon- 
aibilities of CRS and OCS in eatiefying those needs, and disagree- 
meits about the wethods vhich should be enployed by OCS in providing 
ADP support to the Intelligeace Directorate. Definitive anslysis 
acd clarification of the roles are needed to improve the relatiozu- 
ships between these offices and to permit sore offective utilization 
of personnel] in support of the Intelligeace Directorate's ADP require- 
ments. : . 
14. Most of the employees felt thet the sew division chief vas 
aware Of the problems about which they complained aud that he and 
the branch chiefs vere trying to initiate changes end develop work 
Projects designed to bring about improvements in the situation. We 
dmter talked to the division chief as well as the Acting Director, 
OCS, to be sure they were apprised of the uideremploymeut situation 
end related problems tn 18D. The Acting Director, OCS, assured us 
he had been made avare of the problems by the Chief, ISD, and that 
he had iaitiated, or was in the process of initiating, actions 
inteaded to correct the situation. At this point we arranged to 
conduct @ later review of the ISD to determine the effects of the 
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carreetive actions being taken. 
3. Later is our survey we again reviewed the situation in 
ISP and found that: - 
A. Aveduction fromn[ _|employees in the 
division's on-board personuel strength hed been made, 
bd. Arrangements ued been made with CRS/DDI to use 
5X4 five of the|__|Isp exployees in providing support for 
the development of the QUIXTRaK systema. Thel | 
contract is being phased out. 

¢. An ISD employee had beea detailed to OFR/DDI 
to assist that office 1a upgrading its ADP applications 
80 a8 to provide Letter support for ORR analyste. 

a. The CAPRI systes was beginning to be used in 
connection with eight ADP customer applications. (Projects 
D5X1 [| sor 08a; neuas tor oftice of 

Medical services; ITEMREG for IC; DISPS for Special Projects 
“tall; PROGLIST for Office of ELINE; aud KATSEC for the 
#ational Security Couicil.) OCS officials appeared 
confident thet further practical uses would be found 
for this syeten. 
¢. Several additional vork programs, including a 
major DOF retrieval project, had bean asgigned to ISD 
by the Office of the Director, ocs. 
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f. Supervisory practices in the division had 
been tightened and Suproved, and all employees 
appeared to be fully occupied. 
dé. Flaally, we fowd that the Acting Director, oes, was @n- 
gazed in dincuasions with the Information Processing Coordinator/DDI 
to clarify respocatbilities an@ obtaia agreement ag to how OCS will 
support the Intelligence Directorate's ADP needs. 


That the Deputy Birector for Seleuce ans eons logy 
sngure that @ definitive understanding is reached with 
the Deputy Director for intelligence to clarify the . 
roles and reapocwsibilities of 0C3 and CaS. 
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VIIZ. OPERATIONS DYIVISI0H 


1. The Operations Division, with| |etarr employees, rue the 
GCS computer center. They are assisted dn 
The division employees are mostly computer and card punch operators. 

2. Services provided by this divieton are: scheduling and 
coordinating production requests; job coutrol and card punching; 
preparing {nput deta for processing, using keypuach machines, card 
Sorters, collators, interpreters, and printers; operating aaa | 
scheduling the wany computers and peripheral equipsest; maintein-~ 
ding a tape and dise librery; reviewing and walnutalning step-by-step 
production procedures; aud implementing aod modifying the systeus 
scttware which activates aud controls the hardvare. 

3- The division chier and nig deputy supervise the activities 
of the Techuical Staff, the Production Control Branch, and the 
Computer Processing Branch. Division supervision and coatrol is 
exercised through regular daily contacts between the chief asd his 
subor@icates but also by meane of Weekly staff aeetings, one with 
&11 branch and staff chiefs present acd another meetiag with the 
chiefe individually. The branches 9 in turn, hoid weekly meetings 
to pase the word. Pergoual direction is supplemented by directives 
outlined tn Chapters 50-55 of the 0cg Operstiug Procedures, as well 
ae by Division Procedural Notices for the customers’ suieadeay. 
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4. Phe Pechiical Staff - this scare ne met 


systems programmers. It ia responsible for iuplemesting and 
mexlifying the software which activates acd controls the computer 
hardvare to ensure the productivity of the hardvare and improve 

ite capabilities. The staf venters do act create applications 
syetems or programs. They do, however, aselet customers in straight- 
suing out faults in application syetems which make these systenus 
incompatible with the computer and/or its software. Ocensionally 
they tailor their software to meet specific seeds of the user and 
the computer system configuration. 

Be Because of the ataff'ta softvare responsidilities, the chief 
kobe abreast of the latest developments 4n software aystem and, 
with the staff menbers, deals with the wacufacturere and their 
representatives on software aid hardware problems. The chief te a 
meaber of the OCS Techiical Review Committee. He algo attends 
meetings held by OCS with user technicians. We bave voted, however, 
that very little cross-fertilisation takes Place between the computer 
technicians of the various directorates. For example, if o Clan- 
destine Service (CS) technician hae a software-hardware probien, 
he takes 1t up with the[  |representative with the C3, who ia tum 
takes the problem to the senior [__]representative in the agency. 
Sintlarly, ac OCS man may turn to one of the OCS-assigned| _|rep- 
resestatives, who again ture to the eenior| | representative. 


~ 55 « 
SECRET 


Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


Toe| | representative, in eftvech, winds up ae s coordinater for 


an Agency problem, which ve believe is improper. 
ndation Ho. 5 
That the Intelligeace Proceaslic Board establish 

“8 system thet will inprove technical coordisetios 

anong the directorates’ computer techsicia a aud with 

contractor representatives. 

&. The chief of the Techiical Steff considers hia employees to 
be well qualified for their jobe. He helicves morale is good, and 
we fou.d it to be so. The high morale seema ta be based on the 


availability of prozetio:. headroom and the variety of challenging 


' probleme that keep interest bizh. 


YT. The Pro@uctio: Control Branch + Tais tranch has two sections, 


It is @ mixture of profesziosala (mostly progran- 
sere} acd key-pucch operstors. 

3. The programers of the[ ire Fae 
pousible for the job coutrol and documentation of o.-golcg programs. 
they adjust many of the procrame to meet the current needs of cus- 
tomers. This function was once performed by the applications divisions, 
aot in many computer organizations, probably would be a staff function 
and not one assigaued to the Operations Divieios. However, the fucctios 
was semoved from the applications divisions sad assigned to the old 
operational-type EAM usit, which processed data mostiy of @ financial 
nature, and wes placed in the Operations Division. Between 60 and 
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79 projects are assigned to the section. 


a 


eriteria requiring documejtetioa of tie programs if manages, the 
atendards are sot uciformly eafereeé. This is understandable to a 


Gesree coumidering the varied nature of the osnay program. fever- 


theless, sound ADP practices would require stricter complissce. 

10. Yoel ss”~—~*~—tstSSOSSSCidi nes 109 OF are Jobs. 
Most of theese have bee: going on for some time, such sa payroll, 
personnel locator, acd similar programs. the section members prepare 
the input data for computer processing by uaing key punch machines, 
card eres ecollstors, iiterpretera, aod printers. 

11. The Computer Processing Brusch ~- This branch runs the OCS 
computers. Itsl ss be divided among three d-hour shifts, 
which operate the computer cester 24 hours a day, 7 days a week. The 
branch chief has overall responsibility for branch activities, but 
wach shift has a supervisor whe works « particular shift time on & 
persiacent basis. In addition, each shift bas a sevior operator/ 
supervisor who rotates with his @bift but is subordinate to the 
pormasent shift supervisor. Tape librarians and clerks are alas 
members of ence shift. The clerks receive Joba aod deal with the 
customers. 

12, We believe the routiae ty which jobs are accepted aeeds 
useeianas and comment. The clerks receive the Job request forme 
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(Form 2737}, viich identify the job to be doce, the customer, and 
other details. They then put together the project program. Thia 
irwolves getting all necessary tapes from the tape ifbrary aad 
assembling obner components of the job to be dove. The assembled 
gob ja thes liner delivered to the computer rote or placed in a 
rack for pickup by the operators when they are free. when the job 
has bee: ruu, it is picked up by the cugtouer, who turns over 4 
file copy of Form 2737 as a receipt for the work done and for what- 
ever waterial is returned to him. ALL brauch sesbera f41i out a 


daily record of work done, and the machines, in turn, have counting 


Gevices that record the vork doce. The brasch mexbera do not 
question auyoue's rignt to submit a job request. They asauae that 
the request has proper authorization. They strive to please the 
customers. Ii there are, i: fact, any uses of the computer center. 
for private or other unauthorized purposes, it would require ao 
extreuely detailed check of the euployees' work records and computes~- 
use records to discover tiem. Normal and quite close checks have 
revealed sone. The branch chief is aware thet this could be a 
protlen aad gives it cartiuuing attention. 

13. Comments - We believe that the Operations Division: is well 
run. Horale appears high, aud there are email persoiuel losees to 
2Zudustry. The divisicn offers ite employees opportunities ta improve 
their qualificatioss aid move up to better jobs both vital: the 
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étviston aod other areas of OCS. 

14. be found space problems within the division. for example, 
the Techuical Staff occupies one room with a large amount of customer 
traffic iu and out. The room is therefore nolay, congested, and 
poorly suited for concentration and uiinterrupted work. In 
addition, the[ ot the Production Control 
Branch occupies & dreary, uodisy, though secure area. we will dis- 
cuss the OCS apace problem further in a separate section. 

15. Current Operations Division Equipme:t - The computers 
curreatiy belog weed by the Operatio.s Division are: 

3 TEM 360/65 1 RCA 70/35 
2 Tan 360/20 1 RCA 70/45 

Tm! 360/67 1 cpe 4002 (915) 
iL ASDI 4 CALCOMP 

16. The TBM 360/67 time-sharing camputer has 56 remote 
computer terminals now operational, with 20 peuding. 

~ In considering whether or sot 


the Operations Division cow has the right computers to do its job, 


or in attemptice to forecast what they should have 1: the future, 

we are faced with problem which sre beyoud our techuical compete:ce 
to solve. Purther, ve have aot Youad an individual who has expressed 
great confidence i: his ability to wake these determinations. ve 
have the impression that the agency acquired its earlier computers 
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through a number of isolsted decisions arrived at ty means of 
computer-company salesmanship, eathusiage in an expanding technical 
environment, the personal persuasion of a few of our ow: computer 
aul customer apecialists, and si honest and groving Ageacy need to 
employ ADP. However, the acquisitian of ita latest computers was 
the result of a more coordinated and comprehensive appraisal of 
needs, end those computers are getting the on-going jode doae. 
There haa been progress. Nevertheless, even with our technical 
linitations, we feel that no gue really knows if what we have is 
whet we need, if what we have is cost-effective relative to other | 
ways of doing the job, or what our future computer mix or nou-mix 
should be. We recogaize the steps taken by the Executive Director- 
Comptroller to strengthen Ageucy-vide ADP coordination as most help- 
fal; but we feel that much more should be done within OCS, the user 
organizations, aoa the IP Board in planning future OCS computer 
requirements. The ASPIN effort may wore clearly define the users’ 
seeds. We believe OCS, with ORD's cooperation, should give more 
attention than they now do to vhat their future needs vill be, as 
well as to bow their present computers could be employed moat affect- 
ively. 

18. Dariag the course of this survey, we have bee: apprised of 
the rapid advances thet are taking place in computer techaology. While 
the capabilities (and problene) of third generation computers are only 
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now Deing realized, the computer R&D people are planning the fourth 
generation. As they become 4 reality, the physical size of computers 
should be reduced, speed of operations should increase, storage 
should be increased, and, hopefully, costa in terms of relative 
efficiency may come down. Computer developments have moved rapidly 
from tubes to trausistors to integrated circuits. On the one hand, 
we are impressed with the potential of time-sharing with ite util- 
ization of a high-powered central computer, and, on the other hand, 
there is the possibility that the 1970s may see the development of 
amall, relatively cheap computers that could be dedicated to the 
exclusive use of an individual or office and still be cost-effective. 
We have the inpression that time-sharing with an IBM 360/67 makes a 
great deal of sense considering its tremendous capabllities. Never- 
theless, the problems involved in integrating many diverse intelligence 
programs suggest that there may be other more cost-effective ways to 
handle this diversity in the future. Computer literature is of 
little help. Some experts support time-sharing, using larger and 
larger capacity and higher and higher speed central processora. 
Others believe the "fourth generation" computers can make dedicated 
systems for small groups or organizations practical. While we have 
no firm view one way or another, we do have some suggestions. 

19. The need for compartmentation in computer usage is accepted 
today, and we believe that compartmentation will continue to be a 


oe ae 


BECRE®# 
Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


SECRET 


basic requiremeit and #0 an ADP security problen: vor the Agency. | 
We algo believe that the number of usique computer programs that 
‘Will evolve in the fwture will increase. We cannot judge whether 
OF aot dutegrated systeme can handle many aud diverse prograne 
securely in the future. In addition, we canvot determioe waetaer 
or not fourth generation computers will be cost-effective if evployed 
ae dedicated systems. Ne are reasouably certain thet such deterai:- 
ations will be difficult te wake regardless of who tries. Thetr 
difficulties are exemplified by ona wecait's remark that even with 
the remarkable computer advances in receut years, sbout half of the 
third-generation 184 360s now installed in the U.3. are stili 
operating in the “emulation” mode--i.e., are using programs designed 
for second-generation computers rather than the more efficient pro- 
grams developed for the 360's. 

20. With these problem in miad ve suggest that OCS aud the 
Agency Intelligence Processing Board consider the following: 

a. Has OCS reached a point in computer asd 

software purchases and usage St whieh it should pause 

and spend conaiderable effort in anslyzing the potestial | 

of what it has acd how it ie weing 1t% In other words, 

should OCS cut back on the acceptance of new computer 

requirements aud go all out to clear wp existing 

systems and programa or diecard same it already hee? 
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b. To what degree is the Agency willing to 
lower ite conpartmentation security standards to 
accomodate the use of Agency and Community ADP 
time-shering systems : 
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IX. GENERAL Discussron 
A. Roles and Respocsibliities 


1. Background - By 1966, Agency information processing activ- 
ities involving the use of ADP hed expanded to the point that it was 
necessary to adjust responsibilities in this area. The expansion, 
plus BoB pushing, led to the July 1966 publication of a Headquarters 
Notice coucerniug Agency ADP Policy. The Notice provided that ADP 
policy direction and starr responsibility should rest with the 
Executive Director-Comptroller sasisted by the Information Processing 
Staff in O/PPB. It directed that the Computer Support Center, DD/sea, 
provide computer services support to ali Agency components and 
satisfy both their requirements far programming assistance and for 
operation of computer equipment. The respoosibility for problem 
analysis wae left in the various directorates or components. How~- 
ever, if they lacked analytic capability, the Computer Support Center 
woulé furnish such support. SPIC and RID vere authorized to continue 
the independent operation of their computer inatallations. Finally, 
the Hotice directed each Deputy Director to @ppoiat an Inaforaation 
Processing Coordinator (IPC) to establish priorities, develop pro- 
grams, and undertake problem sialysis to meet the information pro- 
cessing requirements of bis directorate. 

2. Que effect of the Hotice was the establiahuent of OCS as a 


-~ 6 . 


SECRET? 


Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


SECRET 


Comean concern service ucit for ADP maattera. The directorates retained 
_ Line respoustbility for determtuing the basic requiremeits for aub- 

staxrtive information, decisions as to the feasibility of wtiliging 

an ADP system to satisfy information requirezesta, the analysis and 

Gesign of ADP systems, programming, control over laputs, utilization 

of outputs, and the continuous review aud evaluation of results in 

relation to costs incurred ané benefits obtained. 

3. Another effect of the Jotice vas the appointment of the IPts 
for each directorate. The coordinators met frequently but inforamlly 
an@ formed ® loose-kait eentral coordination body usually with 
participation of the IP Staff menbers of 0/PPR. The IPCs in fact 
represented their own directorates’ ioterests rather thes providing 
ox Agency~level staffing facility for the objective analysis of ADP 
Broblems. Such parochial attitudes were aatural and sot contrary 
to aay reguistory provisions. 

4, Ae Agency ADP activities developed further, proposals have 
heen made at various times to place all such activities in one cectral 
organisation. As recently as September 1969, the DCL stated that 
at least for the time being no reorgaqizational step to provide for. 
centralization would be taken. le did request, however, that the 
Executive Director-Comptrolier take stepa to strengthen the coor- 
ination and management of Agency ADP activities. 


as The 13 October 1969 Memorandun - As a first step, the Exec- 
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wtive Director-Comptroller issued @ meworandum on 13 October 1969, 
which set forth certain criteria vhich should be followed in making 
Geciaions to use AIP. it placed responsibility for making these 
decisions on cOmponent- and directorate-level management aad get 
forth benchmarks for such decisions. It also atated the respon- 
sibilities of the IPCs withic their directorates aod appoiated then 
to & newly established Agency Information Processing Board chaired 
by an qppointes of the Bxecutive Director-comptrolier. The Board 
waa wade reepousibie for: 

a. Aeaisting in the formlation of policy and 
Planaing guidance concerning CIA's iaformation processing 
activities, both internally and as they relate to other 
agencies and to the intelligence community. 

b. Reviewing proposed ADP applications which have 
Significant resource isplications at the time the ftret 
benchmark is reached to determine vhether and to vat 
Gegree it may duplicate or relate to other existing or 
planned AUP activities in other directorates; to deter- 
mine the need for compatibility with otner activities tn 


the Agency; sod to suggest means hy which compatibility 
may be achieved where there is a ueed. 

¢. Assisting ag appropriate in determining what 
facilities or aystens are to be used to solve particular 
problems. 
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&. Advising the Executive Direeter—Comptroller oa 

AP eatters generally and offering specific recomendations 

@® appropriate. 

6. The Board was authorized to draw ou the IP staf? of 0/PPB 
snd components as necessary to accomplish ite mission. The Executive 
Director-Comptrolier aleo called upo:: the DDS to establiah a Techical 
Facilities Committee to work with the Board o: requirements for support 
services and facilities. This has been dome. 

q. We believe that the 13 October 1969 memorandum is a: important 
Step forvaré toward meeting the Ageucy's obligation to establish 
effective management of its ADP Setivities. Much more remains to be 
aoue. The IP Bowrd has teen delegated no real authority. ita members, 
except fox the Chairman, are still uasder the control of their om 
Girectorates and have full-time jods. The Chairmen is also Deputy 
Director, 0/PPB. 

3, Ag it now stands, therefore, the IP Board which bas been 
seeigned 4 most importent mission is, in fact, only a committee made 
up of individuals who cannot act independently in the interest of the 
Agency as a whole. We have observed thet some organigations, iaciud- 
ing the military services, aagign the coordination and control respo:.- 
sibilities for AIP system: development to « strong professional ADP 
staff that reports directly to top management. Whether euch a staff 
should be large OF suall Gepends upon the degree of centralisation 
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or Mispersion of ADP responsibilities. It is essential, hovever, 
taat it have the requisite skilis and sufficient atrength aod 
independence to provide s professional review of major system design 
proposals within the framework of a common Gisciplice, and to perform, 
the planwing and control functions usceasary to ensure the Soupatibility 
of systems from the standpoint of top management objectives. It iz 
our Belief, that if the iP Board ts to Carry out its mission the 
Board must aleo heave sone uensure of independence and authority. 

On@ way to accomplish this would be to arrange ita seubership so 
that the menbers are devoting full time to the work of the Board 

axl are responsible only to ite chairwan who ia turs would be respon~ 
sible only to the Executive Director-Comptroller. We realize, how- 
ever, that the talent and technical competence of the Board's menbers 
are Bearce comacdities aud if the members were to be taken out of 
their directorates, the latter would suffer. Because of that, and 
decause of the current style of Agency ADP organization, we believe 
that the independence needed could be secomplished by moking ite 
chairmma directly responsible to the Executive Director and by 
essigning to him a strong starr. The menbers of the Board would 
continue to operate in a coordinating and advisery role. We believe 
that a board structured in this fashion and given authority in the 
fields mentioned below could well serve the top management of the 
Agency. fhe IP Board would, of course, still be free to call upou 
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QO, PPG 2.4 other iodividosls and compose .ia tT: the Agenty as 
WE CEBSESLY « 

9. Althourch meny people within the Agecay and outeide disagree 
Oo many aspects cOuceroing the management of computer aud ADP syatens, 
there appears to be general agreement that there are af least six 
major odmbiisatrative processes i: the development aod operation of 
ADP aystems which must be subjected to apeclfic management control. 
Theee processes sre (1) Determinatio: of basic isformation require~ 
mente; (2) Conduct of a feasibility atudy: (3) Review and approval 
of syates degign: (4) F 


amnioes (5) Operations of computers: and, 
(6) Review and avaluation of results. The duter~-dependecce of these 
processes is such thet the proper end timely execution of each pro~ 
eees in crucial to the successful manageuent of aay ADP aystem. It 
ia vecognized that the actio.g required to perform the six major 
processes deseribed briefly shove may i:volve scores of sub-processes 
within each major process, sowe of which are highly techuical. The 
importance of disciplined isteraction and coordisation of effort 
betwee: the AUP specialista andi functional specialists o. each of 
these processes ig algo recomnized. However, since each of these 
major processes requires differing types and levels of knowledge and 
skill, ve believe it essential from the stacdpoint of effective 
internal managemest control that geueral sisodards be established. 


We beliewe that it ig in theee sreas that the Chairman of the IP 
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Board ehould be delegated authority to establish ADP standards to 
seeiat the directorates in meeting the responsibilities outlined in 
the 13 October 1969 Executive Director-Comptroller memarandun. 

Recommendation Se. 6 

aasigiing the Chaim of tne oF booed orrne eae 

devine end tanue Agency AIP stestares Cot ees. 

10. Foliowiag are some further Comments concerning the six 
management processea mentioned above: 

Ll. Requirements - In the past, OCS, like its cousins in 
private industry, weed a strong sales approach to promote its ser- 
vices and drum up business. The customers, in turs, did sot always 
Setermiae their real informmtion needs 88 explicitly and precisely 
om thay might have. Often the customers! requirements were expressed 
in vague terms or in the form of Overly sophisticated aspirations, 
and OCS accepted ADP requests that were considerably less than perfect. 
In addition, there was toe little office concera with proper manage~ 
ment approval of requiremects in the user composent. 

i2. We found that conditions are improving both in OCS and in 
the customer components. OCS, although still very customer-orliented, 
no longer seeks out business aggressively. The customers are also 
becoming more knowledgeable of the limitetions as well as the capa- 
bilities of ADP and consequently are more selective in their require- 
ments. However, there is stiil room for improvement in requirements 
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Criteria. One of the probleme feeiug the Agescy at thia time is that 
Of appraising and contralling the requirements for ADP tine-shariag 
and interactive services. Uedoubtedly some Agency elements have 2 
legitirate need for a reliable interactive time-sharing service. ke 
are concerned, however, over the growing uusber of requests for the 
installation of remote-teruiual equipmest, the growth of information 
files which will be required to support such services, and the ready 
acoaptance of such requests. Fifty reaote terminals have already bee: 
installed. OCS has twenty requests for additional installations, and 
several hundred requests sre auticipated over the next few years. 

The uncontrolled proliferation of remote terminals hag far-reaching 
implications. It represents an open-end demasd on Agency resources 

iu terms of the coste of hardware and software required to support 
the system as well as the manpower required to establish appropriate 
file structures end to make other changes in ADP aystema design and 
Programs so that they may operate effectively is the interactive time- 
Sharing mode. There ie a seed for closer review of the justification 
for remote terminals. 

13. Feasibility Study ~ This type of stady ineludea estimating 
aad projecting costs for the development of the system as well as the 
cost of care and feeding the system ouce it is in operation. Benefits 
which are expected from the system should be identified in such terns 
ae etorage and retrieval services, reports, indexes, runs, and display 
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information. Within the Agency, Comprehensive feasibility studies 
have not always been conducted prior to designing acd programming 
ADP systems. We observed that 4n wany cases the target dates and 
cost estinates projected for the design and 1 
systems vere understated, aud that ADP systems are seldon implemented 
within the cost ceiling or Vime-span originally planned. 

1k, Desiga - The design of sn ADP system is complex, time~-con~ 
Suiiag, and expensive. The Gesign effort involves explicit identiti- 
cation of each item of information and the detailed charting of each 
atep and process. It includes eatablishing input aad control pointa, 
devising procedures, formatting xseporte and displays, and a Variety of 
other detailed work. It requires the contixuous interaction and 


expertise of a computer-oricuted System analyst and the fuictioual 
Specialist. ADP aystems have at tines been designed by function.) 
specialists without adequate or timely participation by ADP apecial- 
iste: or by ADP specialists without adequate participation by Lfunctio.- 
al specialists. We foucd that, in other cases, both the functioral 
offices and OCS failed to assign the specialists on a timely basis 
sud failed to require periodie status reports on the progress of the 
work. 

a5. Programmi ng ~ Although programai:: is an intricate techoical 
Process the details of which are perhaps best left to the computer 
programmers, we believe that its supervision is an importast 0C3 
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managemeit responsibility. It ig therefore importast that OCS 
Tequire that a progreumer adhere to the eteadards and conventions 
prescribed for his craft, document every step of the procesa so that 
it can be wilerstood by other Programmers, aod refraiu from pakinog 
acy changes thet would affect the system design without full con~ 
sultation end approval of the eaystem designer asd user. It is also 
necessary that the iateraction dbetvees the functional and ADP 


16. Machine Gperationg - We found that the Operation of computers 
and processing equipment vas better managed then any of the other 
major processes mentioned to this point. The Operations Division 
has established workable standard operating end control procedures, 
tine standards, scheduling, file retention, and housekeeping routines. 

*t- Review end Bvaluation of ADP Results - Continuous critical 
examination of the output from ADP syotem to ascertain the value acd 
usefulcess of the product ig e8sential to identify benefita and to 
cancel, update, or improve the procedures, program, ox other ADF 
processes. We found that M&oy users were critical of some aapect of 
their ADP product. Some were working aggressively within their ows 
offices and with OCS to effact aeeGed improvenents. Others have 
identified their probleme to 0cs formally or informally, but OCS has 
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aot always bee: able to act prompidy in effeeting seeded program:tay 
cuasge@ or systems improvemects, because of ather coaflictiog require~ 
mecte Tor their services. A wore positive methed of formal iden- 
tification of defictencies in on-going ADP syatems and some priority 
aystem for assigning OCS systems analysts and programaing talent to 
effect improvements seeas to be seeded. Aleo, standards aid procedures 
are seeded for regular evaluation of ADP results to determine their 
real usefulsess so that macagement oan decide whether or cot to 


cortinue such ADP programs. 


got 


we it~ 
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B. Priorities 


l. Increasing and conflicting dewands are being placed upon 
OCS for syetem design acd programing asaiatance to update oid 
ayetens and program, to desig: sew systems, and to provide nore 
interactive tiee-shariag services, systems software, and hardware 
support. Under the prevailicg practices, the customer who waste 
to use ADP most set approval to go ahead from his ow: directorate. 
Beyoud the directorate level no firm mauagesent aechaniem appears 
to exist for determining the relative urgency or benefit to the 
Agesey of exploying one aysten a8 opposed to another, of designating 
priorities for the development of those sye¢teu cousidered of great- 
est Value to the Agency, or for strikiag a reasonable balance between 
wptinting old programs acd devising and testines .ev programs. . 0C3 | 
operates on an ad hoc priorities basis with respect to systems 
desigu and programing assistance. tthe Office svitchea persouiiel 
from one syetem to another, depending in large part on the degree 
of preseure which can be exerted by the customer. Cousidering the 
constraints and coaflictisg pressures under which they work, they 
@o sa good a job is this respect as could be expected. Clearly, 
however, some defiuitive systen of priorities should be established. 
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Recommendation fo. 7 


That the IP Board s@@eees itself to ADP 
priority problezs. a 
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C. OOINS Experiment 


i. The Office of Computer services perticipates in an inter- 
agency experiment that affects some aspects of itm common concerns 
services for the Agency. The experiment is the Community Ou-Line 
intelligence System effort (cOINg) established by a directive of 
President Johnson to the DCI. The Cla (occ), DIA, SA, APIC, State, 
and the National Indications Canter (NIC) are participating 1a the 
experiment. The Director, WA, is the Executive Agent for COIN. 
| Our treatment of COINS in this repert ie limited to a description: 
of attitudes towards the experiuent that we found prevalent among 
computer people and a discussion of some of its security impli-~ 
cations. We regard this latter subject as one or utmost importance. 

2. The ides originated with the Presideat's Foreign 
Intelligence Advisory Board (PFIAB). The Board believen that money 
sod mhapower can be saved if the mehera of the Intelligence Com- 
munity share each other’s files. They envision Interconiected 
computers at the different ageneies forming a uetwork of computer~ 
based files. Any wenber of the syatem, then, could query any other 
wenber's files and get a quick answer. As now planned, computer- 
based files at CIA (00g), Zsa, DIA, and PIC will be interconnected, 
and Stete and the RIC will heave remote terminalia ‘ait RPIC is now 
wet on-line. 
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3. In our discussions with OCS efficiais who have au iuterest 
ta COINS, we found Aissatisfactdon with the experiment. The dig- 
Satisfaction stems from several problem areas, which duclude the 
ommputers used ig the system; the manner in which they are being 
employed; and security. There are other probleu areas, which do me 
fell within the purview af 003, such as parochial attitudes aad the 
nature of the files in the ayatem waich we believe seed mentionLag. 

hb, The ters Employed ia COINS - OCS believes that DIA 
mide & basic error whe. designing the comwunteations system. Working 
with |] the BIA came up with @ system design which requires that 
each participating agency “dedicate” a computer to COINS while on~ 
line in the system. This means that CIA's computer employed in the 
syates is withéraws from Ageacy use duriug those hours when it is 
used in COINS. DIA, SSA, and, in the near future, XPIC must also 
dedicate a computer each to the systen. &a OCS proposal that one 
centrally-located time-sharing cowputer euch ag the IBM 360/67 could 
ao the job far better and tar cheaper bas uot been supported by anyone 
other than OCS. 

oe OCS usee the CIA IBM 360/67 time-sharing computer is COILS. 
This ig the computer with sbout 50 remote terminals (and a capacity. 
for 36) scattered throughout OSR, OER, OST, FIRAC, ete. » that ie fast 
becoming a valued file-retrieval and analytical tool for a growlag 
number of Agency intelligence aualysts. The computer ie dedicated 
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to COINS from 0700 to 0900 and from 1200 to 1300 hours each day 
plus 20t> 60 minutes more spent in making software changes required 
before and after COINS use. OCS reports ‘that CIA time-sharing users 
are beginning to complain about not veing able to use the computer 
for internal purposes during these hours. Consideration is being 
Given to dedicating our 360/67 to COINS for eight hours a day. If 
this should be done the number of complaints is bound te grow. 

6. Another Corns spsbies that has developed because of the 
choice of & multi-computer system over a central time-sharing systen 
is the excessive time it takes to query files such as those in DIA. 
Without time-sharing, DLA's answers to queries are often delayed up 
‘to four hours. This compares to the fraction~of-a«second to a few 
seconds' reply time of our 360/67 while operating in COINS. 

7- The multi-computer nature of the COINS system has also led 
to software problems. Each agency placed 4 computer of ite own choice 
in the system: CIA, the IBM 360/67; DIA, a 360/30 and 360/50; NSA a 
UNIVAC 494; and NPIC, s UNIVAC 494, OCS officials aay that it is 
possible by developing proper software to get them all to work together. 
The problem is compounded, however, by the use of a different program 
language in each agency. An ad@itional complication ig introduced by 
the absence of any commnity-wide standard filing system and related 
coding. All the computers could be programmed for one language; or 
ail computers could have software included which would translate the 
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several languages that might he used to query its files 3 or all 
agencies could adopt the same filing and file eoding systems. There 
seems to be little evidence, however, that the COINS manager will 
get all these problems solved to the satisfaction of all participants. 
The OCS proposal for one computer, one language, and one system for 
filing seems to have considerable merit to us. 

' 8. Officials in OCS believe that CIA could use a computer 
other than our 360/67 in COINS. An IBM 360/50, for example, might 
be dedicated to COINS full~time at a cost of from $40,000~$50,000 a 
month. This would, of course, free our 360/67 for full-time internal 
Agency time-sharing use. OCS believes » however, that CIA COINS 
customers should take a hard look et their use of COINS before a 
decision is made to switch to a 360/50. During the three-hour 
periods our 360/67 is on-line in COINS it is used an estimated 10 
percent of the time, according to OCS. Not only is this a great 
waste of the 360/67 potential, but 00S officials believe that the 
10 percent use is experimental and does not represent NSA/DIA analysts! 
substantive use of our three files in COINS: the| ___|Fite, 
the[ sd Fille, and the [tae The use of NSA/ 
DIA files by CIA analysts, on the other hand, is probably sven less 
than NSA/DIA use of our files, according to OCS. 


9. The Parochial Attitude as a COINS Problem Area - We believe 
SCL LLL LCT TLC tht eee Ran etehiransbte tein. pagrnetndihtvesanmnenpretsareronouiprane eats 


that CIA analysts have little interest in the NSA/DIA COINS files, 
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and ¥SA/DIA analysts have little interest in the files the Agency 
mow has in COINS. This may not be tee surprisiug, considering our 
finding expressed earlier that CIA analysts show pore faith in those 
Agency computer-based files to which they have an input than those 
to Which they had ao input. COINS may have serious troubles ahead if 
its expansion and development are based on the premise that the 
analysts of one agency are interested in the files of another agency 
while they, 1n fact, will not use then. Perhaps the wrong files are 
now in COINS, which would explain the apparent lack of analyst in- 
terest. It is possible, however, that the ingrained parochial 
attitudes of analysts from all the Participating agencies could 

@ limit the success of aay commmity information syaten. While we have 
SO recommendation in this area, we Wege that the findings of the 
ASPIN effort on CIA customer ADP needs be considered before additional 
Agency comsitmenta are made to COIs. 

10. The parochial attitudes of the analysts may be more then 
matched by those of their bosses vhen considering this as a COIKS 
problem area. There almost certainly exists to some undeterminable 
Gegree a reluctauce to share files by participating agencies. In 
the real competitive and security-conscious world of U.S. dntelligeuce, 
there are many compelling reasons for holding one's information 
closely. This situation might lead to some fairly sterile COINS 
files. 
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Dd. Security 


i. Security Problems ~ Problems of security which have bee: 
identified as inherent onea in the ADP computer environment include 
«wie following: 
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2, The above problems are recognized by the responsible officera 
di: OCS, and we are certain that they are conscientiously trying to 
overcome them. However, we do think it inpertant that professional 
eecurity officers of the Agency participate more in the cons ider~ 
ations of ADP security matters. Hany of the computer people are 
fairly yew to the Agency and are extremely well qualified tech- 
nieiaus in thelr fields, but they have not been brought up in the 
Agency, they do not have the bullt~in security consciousness ag do 
experienced hands in counterintelligeace or in the Office of Security. 
A recent, effective step takes to provide Gs security participation 
wes the creation on 1 December 1969 of the Information Processing 
Technical Facilities Committee. A representative of the Office of 
Security was included in the makeup of that committee. We believe 
that ac additioual helpful step in bringing to bear professional 
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Gaeurity cousiderations at an early date would be accomplished if 
the Office of Security could alee have a representative attend 
tmetinge of the IP Board and the Technical Review Comittee of OCs. 


Recommendation do. 3 


&. That the IP Board tivite » . curd 
to be present at all Board atiae. pisos 


ss soca of fc ta soo sae eam 

3- The security constraints associated with the use of ADP 
may well be the key factor in determining how fast aid how far the 
agency can go in utilizing couputerised inhouse and community-wide 
interactive and/or time-sharing information systems. More in-depth 

@ Sualysie 1g needed to clearly identify the degree of vuluerability 

and risk involved, and to devise and test the controle required in 
establishing acceptable security standards. The skilis required for 
such studies and expertenenta are in short supply, and unless this 
task is accorded a high priority, the bevefits contemplated from tine- 
sharing interactive services wili most likely heve to be deferred 
pending the solution of security problems. Some tough decisions lie 
ahead for top-level. management in connection with balancing the 
traditional requirements for security coupartmentation of information 
egainst the adventages which might accrue from ADP interactive tine- 
sharing services if theese requirements were relaxed. Agency manage~ 
ment will need all the expert advice and assistance it cau get on 
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this problen. 

4. in spite of the foregoing recognized need fer expert 
security advice, rather than increasing the OS capability in the 
ALP field as we believe is necessary, @ recent decision was made 
to reduce the number of security people working on ADP matters. We 
fear that this may be false economy. The Agency will most certainly 
need an increased aunber of highly qualified individuals in the field 
of ADP security. 

5. OCS participates in the Community On-Line Intellige.ce System 
experiment (COINS), firet proposed by the President's Foreign Intel- 
ligence Advisory Board (PFIAB). fiis system has many of the sane 
security problems as those outlined above. 

6. Officials in OCs believe that COINS would best meet PFIAB 
hopes if it were a time-sharing, milti-clarsification level syaten. 
Such a system would allow © user to query only those files for which 
he was cleared or hed a need-~to-know. Jt would eliminate the need 
for all users to have all clearaices for all filles in the systen. 
The adoption of such a system would also fit with the OCS proposal 
for oue central COINS computer rather than the many now exsployed. 

7+ The Security people, however, have problems with such a 
system. Two OCS officials told us that our Office of Security believes 
that there is no way to make a COINS time-sharing system secure but 
that O05 has uot put their reasous in writing. 008 also expressed 
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concern about the limited amount of effort OS was giving the time- 
sharing security problem. The OCS officials are convinced that a 
tine<-sharing muiti~clearasce level COINS can be made secure and 
seemed disturbed about what they viewed as an intransigent position 

on the part of OS. The OS officer responsible for Ageacy ADP security 
was then intervieved to determine if « true impasse existed. 

8. The 03 ADP officer, who is also Chairman of the ADP Security 
Subcomaittee of the USIB Security Committee, confirmed the OCS view 
that Security believes time-sharing with the IBM 360/67 with mlti- 
clearance level files has security problem. At the present time 
there are about 50 remote terminals tied to our Agency time-sharing 
360/67. A great many people have access to the 50 terminals. More 
people have acceas to the computer and the files in OCS. If a 360/67 
such a6 ours were then the one central cosputer for COINS, possibly 
thousands more would have access to the files. More thousands of 
people would be added if DIA ties the Unified asd Specified Commands 
to COINS as they have proposed. Unlike the “old days” wherein Security 
concentrated on people and the files they kept in a few safe Gravers, 
OS believes it is now faced with a problem over which it could lose 
all security control. 

9. OS believes that the advent of the first ADP-based files 
maltiplied the potential for spillage, tampering, and penetration of 
ivtelligence information. In their view, time-sharing has made the 
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prvblem many, any times worse. 03 then roises the question of the 
degree of security we can now eecort with time-sharing and how this 
Gegree of security is to be established. 

10. OS believes certaix steps mst be taken to establish the 
degree of security that is acceptable with the 360/67. These are as 
follows: 

a. Determine the security features in the ADP aysten. 

b. Determine the security flaws in the system. 

e. Text the system with a controlled experinent, 
Each step has sub-steps. For example, in item b., Security would vant 
to study the hardware for flaws. The executive software that coutrols 
the hardware would also have to be studied for flaws. Thsy would also 
have to look at the individusal job programs, the access control, the 
ease of penetration, etc. 

li. OS feels that these three steps would then give them a "ball 
perk" understanding of the system's security. OS does not now have 
the capability to do even this basic Job. With this in mind, it is 
understandable why they have not done more with OCS to work out the 
security problems of a COLNS wulti-clearance, malti-access time-~ 
shering system. 

12. OS believes that the basic manpower reqiirenent to de the 
“ball park" study outlined above would take a six-man group. The 
group would include two computer hardware design specialists, two 
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computer systems Brogranmers, and two security people, at least 
one of whom would have ADP experience. 

13. The complex ADP security problem is hitting 0S at a tine 
when they are being asked to cut back in manpower. ‘There is thea 
the question of where 0S allocates its effort. From the 0CS's view, 
more should be directed toward the tine-sharing ADP security problen. 
In our judgment, the Agency has made a large commitment to time- 
sharing ADP as well as to the COINS experiment. We doubt that our 
Comsitmenta in these two areas will diminish or even hold steady. 
An expanded effort appears inevitable. The IG Audit Staff ie now 
acquiring an ADP audit capability in recognition of the continuing 
and expanding audit requirements in this area. We believe the 
Office of Security must also give ADP an inereasing amount of _ 
attention. 


Recommendation No. 9 


That OCS and OS review their ALP security manpower 
requirements and develop measures to ingure the secure, 
compartmented use of the 0Cs time-sharing 360/67 system 
both for CIA internal needs and for potential COINS 
applications. 


1. Emergency Planning - One major unsolved problem in the ocs 
field of activities which has a security connotation is the lack of 


backup equipment in the event of disaster. ‘There currently exists 


no formal contingency Plan of any kind to provide for continuation 
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of eamential OCS computer activities. oc realizes the Agency 
computer Daekup vulnerability and hes sought guidance from the 
DD/SME on the mutter while poluting out several alternative courses 
of action. Thre problem invelves not only sajor digastera but also 
tinex cues, such as lose of power. Other Agency computer activities 
are @qually vulnerable. 

Beconmendation Bo. 10 


That the IP Board prepare a contiugen i 
nugeoey plan for 
computer backup for all essential Agency ADP activities. 
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E. Customer Attitudes and Probleme 


Ll. Interviews with customers of the OCS ADP services indicate 
the ocs is customer-oriented and responsive to customer requirements 
within the limite of their capabilities, and in raising some of the 
problems that disturb OCS customers we do not wish to suggest that 
their work goes unappreciated. 

2. Some customers were mystified or perplexed by the highly 
stratified conceptual framework and organization of ADP system design 
and programming, aud sometimes are frustrated by the unfamiliar 
jargon of computer specialigtse. There is much talk on the part of 
both customers and OCS people about the “communication gap." Most 
customers commented favorably on the cooperativeness and technical 
expertise of OCS menbers. They felt, however, that it is very 
important that systems analysts and progranmers be assigned ex- 
clusively, or on a priority basis, to apecific customer ADP work 
so that they could become acquainted with the substantive work 
objectives and problems. Most expressed the opinion that without 
such gubstantive knowledge a aystems analyst or programmer could 
not design and maintain an ADP aystem responsive to their require- 
ments. Several customers cited OCS systems analyst and progranner 
rotation/turnover as detrimental to the smooth handling of their 


ADP requirements. OCS officials agreed in principle that systems 
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analysts and programmers work most effectively when they sre acquainted 
With the substantive work and problem of the cuatomer. As a matter 

of practice they asaign analyste and programmers on this besis when- 
ever possible. In our opinion, a more definitive analysis of cus- 
tomer requirements and a better priorities gystem would contribute 

to the improvements desired by the customer. 

3. Customer attitudes toward ADP are influenced, perhaps unduly, 
by past experience with ALP systems and computers. Consequently, 
customers are skeptical about cost and time estimates because they 
do not believe they will be wet, and almost all indicated that 
original projections have been grossly andereatimated. Sometimes 
there is a tendency for fuictioual managers to stand aloof from the 
process rather than associating themselves closely with it. We 
believe thet such attitudes could contribute to the delay in 
implementation, or the misuse of ADP programs. 

4. Most customers were avare that delays in bringing ADP systems 
nto operation and poor quality outpute were costly to them, but few 
seemed aware of the overall actual costs to the Agency in relation to 

the total benefits derived. Some indicated that ADP applications 
enabled them to process wore data more effectively than before, and 


indicated that some taske handled by ADP would clearly sot be possible 


without the use of computers. Very few wore willing to state that 
ADP had decreased the coat of their operations. In our opinion some 
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reliable system of determining the cost of ADP programa is essential 
for the proper management of such activities. Ve have recomended 
in another part of this report, that such s system be established. 

3+ Customers who received outputs from ADP syatems where the 
inputs were made by other organizational components tended to be 
critical or suspicious of the output product. On the other band, 
customers who were responsible for inputs as well as being the user 
of the outputs tended to be satisfied with the substantive product, 
except in cases where defects in the Product were attributable to 
inept programming or debugging processes. This attitude is probably 
attributable to the fact that it is generally difficult and tine 
consuming for one component to identify the source of, and make the 
necessary correction of, procedural errors made by another component. 

6. Several customers, ag vell as OCS members, voiced concern 
about the lack of reliability of the interactive time-sharing system, 
Teeulting from software problems and haréware "down" time. Some users 
think a "reliable" time-sharing systex would be of great value to thea, 
but are disappointed in the present unreliability of the system. OC3 
is devoting considerable time and attention to Smprovement. of the 
time-sharing system and some progresa has recently been made. They 
believe that the technical difficulties being experienced can be 
@orrected and the system mde reliable. 

7- Some customers thought that better planning and closer 
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Working relationships between OCS and ORD were desirable. They 
believe this would lead to better mechaniame for estimating costs 
and evaluating results of ADP research and development than those 
Which now exist. OCS and ORD officials also thought this was 
Gesirable. This is a complex technical area in which we do not 
feel competent to make specifie recommendations, but we believe 
that closer attention to this problem on the part of OCS and ORD 
is indicated. | 

§. There were @ variety of reactions from customers on the 
allocation of system analysts’ and programers' time, primarily a 
priority problem. Some vere highly complimentary of analysts and 
programmers assigned to work with them on a full-time or high 
Priority basis on their ADP syé6tems an@ applications. Others were 
wihappy because of the low priority given their programs aud the 
lack of suffieient analyst and Programmer support provided by ocs. 
Some customers pointed out the lack of any clear-cut priority system 
for allocation of analyst and prograumer time In relation to the 
substantive importauce of the application. Some expressed the 
opinion that the present system needed to be tightened and formal~ 
ized. They cited problems of the squeaky wheel getting all the 
erease, and of progranmers preferring to work on exotic rather than 
prosaic applications. Several polnted out that time spent in com- 
pleting the design and programming of a "bread and butter” system, 
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or in debugging and refining an existing eyerating ADP application 
may pay better dividends than time spent on some more exotic new 
applications. Ye velieve that the establishment of a priorities 
system is needed and have so recommended in another part of this 
report. 

9. Several customers complained of the long delays in the 
inatallation of conduits for time-sharing cutlets and peripheral 
equipment; sometimes as long as eight months. 

10. A number of custamera felt that officials of ADP-uszer 
componente ceeded more training and that more attention should be 
given to designing training courses that dealt with the wanagewent 
aspects of AIP, the techuiques and disetplines of aystems analysis, 
and how to use ADP nore effectively as a part of the total manage- 
ment process. Some expressed concer: that ADP training courses 
placed undue emphasis on solving information handling and pro- 
cedural problems through the exclusive use of computers, as opposed 
to the utilization of computers as only one facet of information 
processing. A recomnendation on this subject is made in ancther 
part of this report. 

li. Most customers thought their ADP systems or programs needed 
te be upgraded or improved in some vay. Some wished to enlarge the 
susstentive content or improve the quality of the information contained 
im their eysten. Others were concerned vith reprogramming to get 
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waporte which are easier to read and we. A number pointed out that 
* great Smount of manual processing and checking is weually required 
before computer outputs can be used because the information is not 
formated, arrayed, or displayed in the manner desired by the ul- 
timate user. in our opinion these needed improvements can be effected 
by tightening and refining the management processes associated with 
requirements, system deaign and programing. This ie discussed in 
greater detail in another part of this report. 

12. In the main customers tended to be ae critical of the ADP- 
related processes for vhich they themselves were responsible as they 
were of the services performed by OCS. Many were avare that the 
Wuality and relisbility of their ADP product was not as good as it 
should be because insufficient attention had been given to defining 
substantive information requirements in the first instance, or that 
the proper degree and level of functioual management interest acd 
support had not always been provided to ensure good system design 
God reliable input procedures, Many of the customers believe that 
more explicit management standards and procedures pertaining to ADP 
are needed at the Agency level, and ve share that belief. 

13. Customers in the Support Directorate whe use NSD/OCS 
services reported thet they received reasonsbiy good service with 
respect to delivery of computer rus and reports scheduled by MED 
water current on-going programs. Inetancea were cited of occasional 
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date reports or errors in reports attributable to machine malfunctions, 
ache@uling problems, or the temporary absence of some key person in 
SD. However, these lapses did not appear to occur regularly and 
were not regarded es serious problems by most customers. Several 
customers were very complimentary about MGD's responsiveness in 
emergency situations. They cited instances wherein M&D people had 


“worked around the clock” to ensure that payrolls and critical 


reports were processed within the established deadlines. Some 
customers expressed concern, however, about the practical. effects 
of deferred inprovements in on-going programe because of constraints 
Placed on adopting any new ADP applications which might compete with 
the SIPS effort. 
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F. Coat System 


1. The recent establishmeit of the IP Board by the Executive 
Director-Comptrolier was for the purpose of exercising effective 
management control over computer usage. In order to effect such 
control properly, one of the factore which should be considered is 
the cost of @ proposal or alternate proposals. Similarly, costa of 
on-going projects should ba available to management te consider 4: 
determining whether or not to continue programs. 

2. At present, OCS has no established method of measuring costs 
of users’ proposed requirements or of On-going projects. We realize 
that a costing system on al) of the activities which go into the 
acalysis, design, Programming and operation of an ADP Systes cannot 
be @ Precise one, but it does appear essential that a reasoosbly 
reliable cost system be established. 

3. There are several methods or approaches which might be 
used in establishing such a system. OCS has taken a first step 
with Project PRISM which describes each ADP project and records 
the unite of man-hours and machine-time used to service each one. 
FRISN could be expended to include average cost factors for wan- 
hours and machine time aud perceiitage factors for overhead coat. 

Recommendation Ho. i) 

That OCS with the assistance of 0/PPB establish a 


os for costing ABP services Provided Ageacy components 
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G. Praining 


1. OCS is responsible for satisfying ADP requirenents thet 
are handled centrally or as services of COmmon concern. One of 
its services of common concern is to develop and conduct ADP train- 
ing programs to meet Agency -~wide requirements a The 
Office, through ite ADP Training Staff, provides such traiciag, 
Sponsors ite cm student co-op and summer intern program, arranges 
for some of the vendor training (ISM, GE, etc.), and together with 
the Office of Training, provides guidance and counsel for those 
Seeking courses at other government agencies, and universities and 
collages. Other elements of the Agency provide certain specialized 
training fer their personnel in coordination with OCs. 

2. OCS offers the following training courses: 

ADP Orientation. This is a three-day full-time 
introduction to the world of computer acience. During 
the last year 1t was attended by 326 students. 

Basic ADEPT. Tris ig a developmental ADP programmer 
‘raining course to prepare employees for full-time pro- 
greuming positions. It rune full-tine for 15 weeks aad 
was attended by 42 students last year. 

Modified ADEPT. This course runs five weeks full- 
time and is for the programmer analysts who are not 
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matfictently feiliar with IBM Systems 360. Fourteen 
@tafents participated last year. 

cnteractive Course. This is a one-week part-time 
introductory course on computer teeminals and their 
applications. It 1a conducted by General Electric. 

It wae attended by 100 students during the past year. 

This is a course on handling 
this system and the data management connected with it. 
it is given hy IBM and rune half-time for two weeks. 
Three hundred and sixty students participated last 
year. 

Frogramning Language/Z. This is for training 
experienced programmrs in the complete set of PL/I 
facilities. This is done either in one full week or 
in two weeks part-time. It had an attendance of 31 
in@ividueals during the paat year. 

PL/I Programming Techcigues. This course runs oue 
full week. Its purpose is to teach applications pro- 
gramers intermediate programing techniques in cou- 
nection with the PL language. 

ALC Macro Writing. This is a full-time one-week 
course for those requiring basic knowledge of ALC. 
Students are trained to write assembly language sacros 
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for applications programs. Eight studente attended 
last year. 

APL 360. This course ras Live Gays half-time 
and provides an introduction to APL/360 end to the APL 
Programming language. The mechanies of using the syste 
and writing effective programs over a wide range of 
applicatiaw is covered, Twenty studente participated 
Guring the last year. 

Lineer Progremuing. A total of 18 employees took 
this three-day course last year. It provides an 
introductory knowledse of linear programmtug. 

Operators Course. This course started reeently and 
will run for 15 consecutive Saturday mornings. It 
accomnodates 30 students at a time and provides a 
basic knowledge of the IBM 360 Computer System. 

Mathematics for Systems Analys tg. This is a series 
of four seasions presented by General Electric to provide 
systems analyste with o better understanding of problems 
involving mathemstical theories. Eleven studects attended 


last year. 
Syatews Analysis. This two-veek full-time course for 


experieuced project leaders (progran aad systems analysts) 
covers the application of advanced or third generation 
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teehnigques to ADP systems design. The course had 24 


students last year. 

3. The OCS instructional programs were evaluated and reported 
upon by the Office of Preining in October 1969. The report concluded 
that the instructional programe met stated objectives, that the sub- 
stance and training methods met required standards, and that the 
training was effective and worthwhile. From our owo discussions 
with the user offices and with OC3 personnel, we concluded that the 
training programs offered by OCS have been extremely helpful. The 
ADP orlentation course has given a large aumber of Agency personnel 
at all levels a basic exposure to the computer world. The basic 
ADEPT course bas been most weeful in providing computer programming 
training both to new personnel and to personuel working in other 
Agency componente. it has been estimated that the course is the 
equivalent of from one to two years of on-the-job experience. It 
has helped solve the problem of hiring experienced personnel aad 
has brought a bigher degree of standardization in programming tech- 
nigues. 

4, The ADP training of high-level Agency manegera was not 
discussed in the Office of Training report. Many customers of OCS 
and most officers within OCS feel strongly that there should be more 
training for these managers in ADP appreciation and uses. In view 


- 101 - 


SECRET 
Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


Approved For Release 2003/05/27 : CIA-RDP84-00780R003400080015-3 


Vee A i A 


of the Agency's large money and manpower comaitments to ADP, it is 
not necessary for us to emphasize the need for this training. We 
vealize there are many practical reagons which prevent high-level 
management from devoting the time required to become familiar enough 
in the ADP field to deal with it personally. We also realize that 
in recent months top management in the Agency has become more deeply 
involved in the coordination of ADP matters and has taken steps to 
establish new procedures and criteria applicable to future develop- 
ments as well as on-going projects and programs. We feel ‘that these 
steps have been slow in coming but that these are excellent ones 
and that they should improve management in many respects. We believe, 
however, that high-level Agency managers could benefit by an increased 
appreciation of ADP potentials and limitations. 

3- One of the basic prcoblensa recognized by the computer people 
and the users is the difficulty of talking to one another in under~ 


standable terms. The users complain that the computer people do not 


understand the users’ substantive work and problems related to it. As 
& consequence, it is extremely difficult for the computer people to 
arrive at a reasonable understanding of the usera’ real requiremeats 
and to design an ADP service that satisfies them. On the other hand, — 
computer people complain that the users know teo little about computer 
capabilities and what is involved in establishing systems and programs. 


Serlous study, therefore, should be made to determine the type of 
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training programs required to bridge this communications gap and, 
Once determined, to establigh the required courses. 
Recommendation io. 12 


That OCS and the IP Board senders 
s together with 
a reel ie the Directorates and OPR, vork to establish, 
vai within 0C3 or the Office of Training, courses 
Sh would (m) assist high level managers in making 
seen peaytied, and (b) overcome the communications 
es between computer specialists and ADP users. 
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KH. Space 


1. We believe OCS has a Space problea. It occupies 
equare feet, ell but 613 square feet in the headquarters building. 
Available employee office space equetes to| | square feet per person. 


5X4 The headquarters average is[ | equare feet per person. The State 
Department, in comparison, averages 178; the Pentagon 115. The 

5X4 overall Agency average is[ | aquare feet. In our judgment, the 

5X1 (i: square foot figure is poor, even after considering the overall 


Agancy space problem. 
2. Our concern is heightened when we consider both the nature 
@ of the OCS work and the type of people we must recruit and hold if 
we are to do this highly techiical work. Sufficient privacy is 
required to permit a high order or concentration, especially in the 
applications divisions and the Technical Staff of the Operations 
Division. Properly partitioned space seems bagic to fulfilling this 
requirement. The interdependence of ADP vork also makes a contiguous 
working area desirable though not mandatory. OCS is now occupying 
various areas of the ground floor, the firet floor, and the second 
floor. We believe the Training Staff aleo needs additional area. 
P5X1 ml ssisiszCY of the Operations Division and some 
sections of Management Support Division need a neater, wore pleasant 
working environment. 
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3. The technical people that curry out our ADP efforts are 
highly trained and skilled specialists. Competition for their 
services 18 intense. However, OCS has been able to hire these 
people, but holding them has been more difficult. We believe that 
OCS vould bold more than they do if the Office working environment 
could be expanded and improved. 

4, The OCS management is fully aware of the space problem and 
has atruggled toward a solution. The Office managers are concerned 
about rearranging, clesaing, and brightening up their work areas, 
and teking steps to cut down on the noise level. In our Judgment, 


however, mare remains to be done. 
Recommendation Ho. 33 


That DDS arrange for a thorough study of OCS 
space needs and, upon completion, take whatever 
action possible to satisfy the needs. 
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